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COPYRIGHT INFORMATION

This manual and the firmware described in it are copyrighted by EST, with all rights reserved. Under the copyright laws, this manual or the firmware
internal to the ESTeem unit may not be copied, in whole or part, without the written consent of EST. Under the law, copying includes translating into
another language.

Electronic Systems Technology (EST) cannot guarantee that you will receive notice of a revision to the firmware described in the manual, even if
you have returned a registration/warranty card received with the product. You should periodically check with your authorized EST dealer or call
factory direct.

EST and the EST logo are registered trademarks of Electronic Systems Technology, Inc. Simultaneously published in the United States and
Canada. All rights reserved.

WARRANTY INFORMATION

Electronic Systems Technology, Inc., (hereinafter EST) expressly warrants its products as free of manufacturing defects for a period of one year
from the date of sale to first user/customer.

THERE ARE NO OTHER WARRANTIES, EXPRESS OR IMPLIED AND THERE IS EXPRESSLY EXCLUDED ALL WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. NO OTHER WARRANTY GIVEN BY ANY EMPLOYEE, AGENT,
DISTRIBUTOR OR OTHER PERSON WITH RESPECT TO THE PRODUCT SHALL BE BINDING ON EST.

LIMITATION OF LIABILITY:
EST's liability shall be limited to refunding of purchase price, repair or replacement of product.

IN NO EVENT SHALL EST HAVE LIABILITY FOR CONSEQUENTIAL, INCIDENTAL, SPECIAL OR EXEMPLARY DAMAGES CAUSED
DIRECTLY OR INDIRECTLY BY THE PRODUCT, INCLUDING BUT NOT LIMITED TO ANY INTERRUPTION OF SERVICES, LOSS OF
BUSINESS OR ANTICIPATORY PROFITS. IN NO EVENT SHALL EST BE LIABLE FOR ANY DAMAGES WHATSOEVER IN EXCESS OF THE
PURCHASE PRICE OF THE PRODUCT.

In the event that a unit or part requires replacement or factory servicing, the following conditions apply:

a) Customer must obtain from EST an authorized RMA (Return Materials Authorization) number (call 509-735-9092 Customer Support)
before shipment of product or parts to EST for any reason;

b)  If the whole unit is shipped, it must be in its original carton and shipping components, or a carton and shipping components supplied by
EST, or if parts only are shipped, they must be packaged and cushioned so as to prevent damage in transit and shipped freight prepaid,;

PRODUCT WILL BE CONSIDERED OUT OF WARRANTY IF:

a) Ifthe product is damaged due to improper or abnormal use, abuse, mishandling, accident or improper maintenance or failure to follow
operating instruction;

b) If the product is defective as a result of sand, dirt, or water damage;

c) If any factory-sealed enclosure has been opened or shows evidence of an attempt to be opened,;

d) If defects or damage are caused by the use of unauthorized parts or unauthorized service;

e) If the product has had its serial numbers altered or removed.

Warranty repair form must be accompanied by proof of user's purchase of unit. Product must be shipped to the manufacturer at the following
address:

Electronic Systems Technology

415 North Quay Street

Building B-1

Kennewick, Washington USA 99336

ADDITIONAL SERVICE:
If EST releases an improvement update to firmware internal to the ESTeem unit during the 90 day period after the unit was purchased by the first

user/customer, EST will update the applicable unit with the revised version at no charge other than for UPS handling and shipping to and from your
location to the EST factory. Return of any such item must be accompanied with proof of purchase.
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CHAPTER 1
INTRODUCTION

BEFORE YOU BEGIN

Thank you and congratulations on your purchase@B&STeem
Model 195Es Wireless Ethernet Radio Modem! Thisushwas
written to help both the first time and advanceelref the 195Es 195€ Series i
configure the radio modem for your applicationthif your first J i i '%

time configuring the 195Es and you would like t¢ geing as soon S

as possible, we recommend using 1BBEs Quick Sart Guide '
provided with the modem. A copy of the guide $dd in the
appendix of this manual for your reference.

The ESTeem 195Es is a very versatile wireless n&tng device for both serial and Ethernet applmasi To keep the
manual usably short, many of the application desions and programming details assume the usea gasd working
knowledge of the following network concepts:

»  General Ethernet networking and the configuratiolb’dN topologies

e Common Ethernet terminology and acronyms

»  TCP/IP network protocol structure and how to camgTCP/IP networks and subnets

* How to identify and set the TCP/IP address on youanputer

» Have administrator privileges to the computer agttvork you are configuring

e If using routing protocols, you must be able tantifg and configure the network routers, gateways firewalls
* You must be familiar with using web browser sofvauch as Internet Explorer, Netscape or Mozilla

» Serial port requirements for the attached device

If you are unfamiliar with any of the above netwiagkconcepts, you may need to contact your netadrkinistrator for
assistance.

MODEL 195Es OVERVIEW

The ESTeem Model 195Es is a wireless LAN e
transceiver that can be used to build a Wirele
Local Area Network (WLAN) for line-of-sight

distances to 10 miles at an RF data rate of 2
Kbps. The Model 195Es is a very g il
sophisticated networking device that can be e et

configured for multiple modes of operation

Ethernet‘\l-\n;i-r-edLAN Mobile Wireless Network
. With Overlap Coverage

10100BaseT -~
2 Station Masguerade or
o Station Router Mode

depending upon the needs of the wireless ar o -an&ﬁanun ; f
. . A S +, uode b I
wired LAN system. The following kil - / .
configuration modes are provided as an T s b Acgees Lo DG SRS
. - s . . peater 7 ONOTE:
overview of the basic _netwo_rk types, as all 3 r_J 2 ks S Repeste may s j
possible network configurations can not be ,L.‘J.U- RS P attached 10 a

network or device. . Ethernet Wired LAN
10/100BaseT

listed. For further help in selecting the correc
network type, please contact Customer ficte
Support at 509'735'9092 Antenna's shown are for

illustration purposes. There

Mobile -
Hardware .-~

are many antenna aptions
available depending on your

application ] ESTeem ‘\“\--._‘7 .
7 Model 195Es % e
'
! i
1 I Access Point Bridge
¥ b with Repeater

Client Mad'e__” Feature Enahled

Figure 1- Multipoint Ethernet System Diagram
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CHAPTER 1
INTRODUCTION

MODEL 195Es CONFIGURATION MODES

The Model 195Es can be configured for multiple
modes of operation without any changes to the
hardware:

Access Point Modes

1. Access Point Bridge Mode When the
Model 195Es is configured as an Access Po
it will provide a wireless bridge between
hardwired Local Area Network (LAN)
networks or individual devices and
simultaneously create a wireless canopy for
the Model 195Es modems in client mode.
Multiple Access Point Bridge modems can b
physically connected to the same network
(LAN) or through a radio link using the
Access Point Repeater mode to provide
overlapping, seamless Ethernet

.
" ) Access Point Bridge
with Repeater Mode

Bldy. LAN

=i

Wireless Network
on Separate Subnet

l o Remote Office

'
'
t+  Access Point Router

'
/' with Repeater Mode

)

ey

Main Office

Network Router
(Required)

Hub or Switch Hote:

Antenna's shown are for
illustration purposes. There
are many antenna aptions
available depending on your
application

Figure 2 — Repeater Mode Diagram

communication for mobile devices. The ESTeem MA9&Es in Access Point Bridge mode will pass diivoek traffic
between connected devices including global netwonkdcasts. See Figure 1.

Note: |f the ESTeem 195Esis connected to a busy Ethernet network, do not use the Access Point Bridge mode. Use the Access

Point Router or Access Point Masquerade.

2. Access Point Router Mode In this mode the ESTeem Model 195Es will funttés a router between the wired Ethernet
network (connect to the 195Es’ Ethernet port) duedwireless network of 195Es’ in repeater peerdiedt modes. As in all
standard router configurations, the wireless amdduvEthernet networks will need to be on sepafaubnets. To
communicate from the wired Ethernet network to dewion the wireless network, a separate routehédviodel 195Es with
static routes) is required. The 195Es in AccegstRouter mode will pass network traffic for conted devices but will

block global network broadcasts
from the wired network. This mode
of operation should be used insteac
of the Access Point Bridge mode
when a separation between
networks is required or the ESTeer
is connected to larger LAN
Networks that will continuously
send global network broadcasts
(Figure 2).

3. Access Point Masquerade Mode
The Access Point Masquerade
mode is a special use of the Acces:
Point mode where the Model 195E:
will connect clients into a single Note:
static IP address on a wired
network. Data requests from the

200 Kbps

X1 ESTeem "\‘
i Model 195Es Y
. )
%, / Mobile

Antenna's shown are for
illustration purposes. There
are many antenna options

available depending on your

wireless network will be processed gpiication
through the Access Point

DSL or T1 Modem
Connection

Single IP Address
Shared Between
Clients

e Client Mode

-
. -:"- : Mabile

Mobile
PLC

10/100BaseT

Iy

i, Client
. Mode ﬁ 3

Mahile
PLC

Hardware

Figure 3- Access Point Masquerade Diagram
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INTRODUCTION

Masquerade 195Es, but any reque: S At

from the wired Ethernet network to EE e 3% i
devices on the wireless network wil xess e - &%n, Sl mr
. . . Repeater Made - Co Vllih S50 Lol
be rejected similar to the operation - 'Q@, Wl Slaread &
e ” - H AT TN I W P .
of a “firewall”. The 195Es will hide , %‘ on Separate Sabit Pt 8

i
)

S
1

all the IP addresses connected on
the wireless link. You should use Remote Site
this mode of operation if Model
195Es is connected directly to the
Internet with a static IP address ) , |-
(DSL, T1, etc.) and you want the ~ Remote Sited Repea : ' Re) B e
wireless clients to access the ol T 01t o ot
information through the Model j

195Es (Figure 3). This mode [ s,
should also be used for attaching tf Tf \:% {at i}

EHr

Monitor/Programming
Computer

Remote Office

Model 195Es to a network where L &y Mobile N it
. AccessPoint |- ) J Applications router v V1IN Office
few IP addresses are available or a o Repower
firewall for the wireless clients is Hote: Flub or Switch
required. S gy
are many antenna options = /W
. Remote Site available depending on your i
Access Point Repeater The application,
Access Point Repeater is a unique _ : _
feature available the ESTeem Figure 4- Multiple Repeater Sites

Model 195Es. The Access Point

Repeater can be used with any of the above AcagssrRodes. With this repeater feature enablexiMbdel 195Es Access
Points do not have to be hardwired together osdige physical LAN to provide seamless Ethernet aamigation for
roaming 195Eg clients. In addition to greatly ediag the Access Point canopy range, the Model 4®%Ealso bridge any
Ethernet device or Ethernet network connecteddattit over this same wireless Ethernet networtkis Tode gives the user
the features of a point to multi-point bridge netwbut also allows Model 195Es in the Client moalsitnultaneously roam
under the network canopy. The ESTeem 195Es carecbnop to three (3) repeaters deep in any wiralesgork (Figure 4).
For further details on repeater configuration aperation, please refer to Chapter 7 — Repeatinguféesa

Station (Client) Modes

5.

EtherStation Mode. When the 195Es is configured in the EtherStdtlode and attached to a single Ethernet Device, the
Model 195Es seamless roam under the radio canopgagfss Point and can provide greatly increasegeréor mobile
Ethernet devices such as vehicles, forklifts, csaate (Figures 1 & 3).

Station Router Mode The Station Router mode will also function asabile client, similar to EtherStation, but willak
multiple Ethernet devices to be connected to desib@sEs (Figure 1). The 195Es will function asater between the
wireless client mode and the wired Ethernet devdoemected to the Ethernet port. Similar in canfigion to the Access
Point Router mode, the wireless and wired Etharastorks will need to be on separate subnets. ohtmwnicate from
wireless network to devices on the wired StationtBonetwork, a separate router (connected to theriket side of the
Access Point) is required. This mode would be wgleelre multiple Ethernet devices will be connedted single Model
195Es in a mobile client application and the cotew&thernet devices will need to be accessibta fte Access Point's
LAN network.

Station Masquerade Mode The Station Masquerade Mode is another modeenhaltiple devices will be connected to a
single ESTeem in a mobile or Client applicatiort, imlike the Station Router mode, the Station Masagie will consolidate
all connected Ethernet devices to a single IP addva the network. The devices connected to #it®StMasquerade 195Es
will be able to access information from both thealess and wired LAN, but will be inaccessible dtfeer way similar in

Revised: 11 Feb 08 1-3 EST P/N AA107S



INTRODUCTION

application to a firewall. This mode would be usétere multiple Ethernet devices will be connedted single Model 195Es
in a mobile application and the IP addresses fan davice will be hidden from the LAN connectedte Access Point. See
Figure 1.

To begin setup of your wireless Ethernet network yaist first configure the Model 195Es for the mddsired. Chapter 2 will
show several examples of the different modes ofatio® to help select the correct mode for youdiaafion.

Revised: 11 Feb 08 1-4 EST P/N AA107S



CHAPTER 2
CONFIGURATION DIAGRAMS

MODEL 195Es ACCESS POINT BRIDGE DIAGRAM

HUB or Switch  grna)l Ethernet Wired LAN

10/100BaseT

200 Kbps

Access Point
Bridge Mode

7w Client Mode

Note:

Antenna's shown are for
illustration purposes. There
are many antenna options
available depending on your
application.

Figure 1: Single Access Point Bridge Diagram

MODEL 195Es ACCESS POINT ROUTER DIAGRAM

| HuBoraeid Large Ethernet Wired LAN

10/100BaseT
200 Kbps
Metwork Access Point
Router Router Mode
Wireiess Network
on Separate Subnet Rermote

7 Client Mode

Mobile
Hardware

<

ESTeem T
Model 195Es ‘.

1
'
r
’
-

Note:

Antenna's shown are for
illustration purposes. There o
are many antenna options Client Mode_ -~
available depending on your i TN cir
application.

Figure 2: Access Point Router Diagram
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CONFIGURATION DIAGRAMS

MODEL 195Es ACCESS POINT MASQUERADE DIAGRAM

DSL or T1 Modem
Connection

- Client Mode

Single IP Address
Shared Between
Clients

200 Kbps

Access Point
Masquerade

Mode - 10/100BaseT

,:f ESTeem "\\
i Model 195Es '
1

¥ i
. a / Mobile

T WG Client Mode, - ¥ Hardware

Note:

Antenna's shown are for
illustration purposes. There
are many antenna options
available depending on your
application.

Figure 3: Access Point Masquerade Diagram

MODEL 195Es ACCESS POINT REPEATER AND MOBILE CLIENT CONFIGURATION DIAGRAM

_HUB orSwitch  Ethernet Wired LAN Mobile Wireless Network
o ke With Overlap Coverage

10/100BaseT .-~
s S Station Masquerade or
Station Router Mode

Access Point Bridge
with Repeater
Feature Enabled

s T EthprStation
‘ “Mode

Access Point Bridge /
L ~ with Repeater ! :

T Feature Enabled NOTE: I
11 Mobile : K Repeater may he / ;
’ PLC Y o stand-alone or J |

attached to a

) ! network ordevice. Ethernet Wired LAN
= 10/100 BaseT
Note: i A
Mobile
Antenna's shown are for i
illustration purposes. There Hardware =
are many antenna options e Dhunl, G
available depending on your RS
application. P ESTeem ‘\\‘\-— =
|.’ Model 195Es .
) I
X a ’,' Access Point Bridge
) b with Repeater
‘\5 Client Mnde,," Feature Enabled

Figure 4: Access Point Repeater with Clients Diagram
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CHAPTER 2
CONFIGURATION DIAGRAMS

MODEL 195Es BUILDING TO BUILDING CONFIGURATION DIAGRAMS

Y] .\ ) Access Point Bridge
! with Repeater Mode

Bldyg. LAN
Wireless Network

on Separate Subnet

. Remote Office

Access Point Router
¢  with Repeater Mode

Hub or Switch Note:

Antenna's shown are for
illustration purposes. There
are many antenna options
available depending on your
application

Main Office Network Router
(Required)

Figure 5: Building to Building Configuration Diagram

Access Point
Bridge with
Repeater Mode

Wircless Network 2
on Separate Subnet ,,’ -

Qé
Q\RD Monitor/Programming
O Computer
P A Point
ccess Poin e
e Bridge with Remote Facility
£ et Repeater Mode
ol st
[
HL ‘ HOTE:
[} 1 1
Access Point Router |\, x

Repeater may be stand-
% # g alone or attached to a
——e S network or device

L.H
Bldg. LAN

-
-
i l 3

with Repeater Mode \

Note:

Antenna's shown are for

illustration purposes. There
e are many antenna options
Main Office available depending on your
application.

Figure 6: Building to Building with Repeater Diagram
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CHAPTER 2
CONFIGURATION DIAGRAMS

MODEL 195Es COMPLETE ETHERNET SYSTEM CONFIGURATION DIAGRAM

Pt = e -
- - -
’/ .'_ wour (l ,/ \\ \‘
£ [ o P
L ;{ - i FRES 5
rog ‘! = g t\ v ' Access Point
x s Y —~ Bridge with
Access Point |
Bridge with = :ig' 3 Repeater
Repeater Mode - Y Mode
% %\é\
Wireless Network e —a
— on Separate Subnet e ,n—\‘-f /o
LR £ ;/ 25 \'\
Elemn o -— 3
;’ ¢ 5 \‘ : 1.
= Lre i . = |
Remote Site ' B fe® Line-of-Signt Path &
R G Q:W Access Point Ea)
ek Bridge with S
Rem Monitor/Programming
Computer

Remote Office

NOTE:

Repeater may be stand-
alone or attached to a
network or device,

Mobile s

Access Point

Acsoes it (ISR Applications -, gadi routrwn Main Office
ridge A 2 e
Repeater Mode ‘,’ Mode
Mote: - Hub ur“..Switch -
o Antenna's shown are for = B -5
[ illustration purposes. There Bldg. LAN
are many antenna aptions e I
Remote Site available depending on your 1':'_':"*
application.

Figure 7: Complete Multi-point Ethernet Network Diagram
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CHAPTER 2
CONFIGURATION DIAGRAMS

MODEL 195Es SERIAL NETWORK CONFIGURATION DIAGRAMS

," // “‘\‘ “‘ Access Point
{0 T %y Dridge with
b 1 | Repeater Mode
(“Qé& - |
{\aﬁ\ﬁ\ pQ‘" RS-232 Data Remote PLC
¥
Remote SCADA Node
:1 rl L= "| |‘
(d el b
Access Point Bridge!, ', .} . )
with Repeater Mode ' [ ’." J
RS-232 Data
"=
| ]
Master PLC
Figure 8: Point to Point Serial Network Diagram
Access Point
Bridye with
Repeater Mode
: AS23ZDaw  peomote PLC
a®
9 Bccess Point Remote SCADA Node

Bridge with
Repeater Mode

NOTE:
Repeater may be stand-
alone or attached to a

serial device,

Access Point Bridge ',
with Repeater Mode

Note:

Antenna's shown are for
illustration purposes. There
are many antenna options
available depending on your
application

Master PLC

Figure 9: Point to Point Serial with Repeater Network Diagram
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CHAPTER 2
CONFIGURATION DIAGRAMS

MODEL 195Es SERIAL NETWORK CONFIGURATION DIAGRAMS (Cont.)

Access Point
Bridge with
Repeater
Mode

v Line-ef-Sight Path it
SR——

Access Point [ A RS-232 Data
kst Access Point £ R

el emote PLC
pepeater Bridge with o

Mode

Repeater
Mode

NOTE:

% Repeater may be stand-
alone or attached to a
netwark o device

Note:

Antenna's shown are for
illustration purposes. There
are many antenna options
available depending on your
application

Remote Site o
Master PLC

Figure 10: Multi-point to Point Serial with Repeaters Network Diagram

Ethernet Camera

Access Point Bridge
with Repeater Mode

Ethernet Data

RS.232 Data —
Remote PLC

Remote SCADA Node

1
'
! Access Point Bridge
with Repeater Mode

Note:

Antenna's shown are for
illustration purposes. There
are many antenna options
available depending on your
application.

Hub or Switch RS.232 Data

Bldg. LAN —
E Master PLC

Remote Video over
- Ethernet

Main Office

Figure 11: Hybrid Ethernet and Serial Network Diagram
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STARTING OUT

OVERVIEW

The configuration of the ESTeem Model 195Es isesasiompleted using the internal Web interfacec(dised in detail in Chapter
4), but to access the modem through a web browseires first setting the TCP/IP address. The TC&ddress (IP address) is
set at the factory for a static Class B (172.16xgex- Mask 255.255.0.0) and listed on the ESTeenuthentation. |If this IP
address does not match your network configuragion will need to use either the ESTeem 195E Disgopmgram or the RS-
232 interface to set the IP address in the 195Es.

QUICK START GUIDE

A printed copy of the Model 195Es Quick Start Guiges provided in the documentation package thatearwith your new
ESTeem 195Es. This guide is an abbreviated stegpelpyprocedure on configuration of the 195Es fostrithernet bridging and
Access Point applications. A copy of the QuickiSBuide is provided in Appendix G of this User'saMial for convenience.

MODEL 195Es HARDWARE LAYOUT

Unpack the ESTeem Model 195Es shipping boxes aradddhe items contained below for initial confaion. Take a few
minutes to inventory your equipment before you peat Report any missing or damaged items to CustSopport (509-735-
9092) as soon as possible.

Each node in your ESTeem Model 195Es’s network Inaang different hardware components based uporindidristallation
location (i.e Outdoor, Indoor, Point-to-point or t4Boint). Antenna types, cable lengths, powepsap may be different, but the
following items will be required for basic setup:

ESTEEM

"Wireless Modems

Utility
Software

E Electronic Systems
E-tl Technology, Inc.

Antenna (2) Ethernet Cables
(AA20DMEs \
Displayed)

Model 195Es AA109 Resource Disk

Serial Interface Cable
(AA6021.1)

Power Supply
(AA175 Displayed)

Note: Your accessory model numbers may vary from the above, but you will need to locate each of above items to continue
configuration.

Revised: 11 Dec 08 3-1 EST P/N AA107S



STARTING OUT

. RS-232 Second RS-232
Reset Switch  pata port  Ethernet  configuration

Port
Status )
LED

RJ-45 10/100BaseT
Ethernet Port

Aux Power
LED

E'hernet RS-232 Etherne:
10/100 Progra-+ Port 10/100

195E Series — —— — =

Satus SN ... W ... Ol e

Reset
Bx. Tx

Receive Transmit Power over 12 VDC Input

Connector)

Figure 1: 195Es Front Panel Overview

Notes:
e There is no Power On/Off switch on the Model 195Es.
«  Attach the programming Cable to the RS-232 ProgramgPort and the Patch Cable between the Power Syjgmd

Ethernet port.
*  One word of caution, always attach an antenna tatp@-igure 2) on the Model 195Es before power up.

Antenna Port A

(Single Antenna Port)

Weatherproof Cap

Antenna Connector
(TNC Female-RP)

Figure 2: 195Es Antenna Overview
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CHAPTER 3
STARTING OUT

MODEL 195Es HARDWARE CONFIGURATION

The following steps should be completed beforeraagifications are made to the IP address in theeE€8TModel 195Es:

Antenna
Configuration

Figure 3: Antenna Configuration Diagram

1. Connect the antenna to the antenna connector @&Sheem Model 195Es (Figure 3). For a single augteise Antenna Port
A and connect both if using dual antennas.

2. Assemble the 195Es hardware as shown in Figure 4.

RJ-45 10/100BaseT AA175 PoE

Ethemet PoE Port Power Supply

Notes:

» Configure the Model
195Es prior to
mounting.

PWR LAN In
Data Out . Some of the following
steps, such as
connecting the serial
cable, are easier to
perform if the ESTeem
is accessible.

. Please attach an
antenna to the Model

10/100BaseT 195Es before power up.
Ethernet Cable
{Patch or Cross Over)

10/100BaseT
Ethernet Cable
(Patch Cable)

. There is no Power
On/Off switch on the
Model 195Es.

AA109
Resource
Disk

=

PC with Weh
Browser Software

Figure 4: Hardware Configuration Diagram
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STARTING OUT

3. Complete the following System Configuration Tabléhe Model 195Es will link to other Model 195Es's the network
via the WLAN Media Access Control (MAC) addressridwon the bottom of the case. This MAC addresgis
hexadecimal digits separated by colons and is gordd at the factory. Every MAC address in theldviz unique and
can not be changed. Complete the following cleasid in your when defining modes of operation eegkater routes.

Modem_ID(Name) Serial Number IP Address Ethernet MAC WLAN MAC

/Operating Mode

Example Modem 1 E-14001 172.16.8.101 00:04:3f:00:01:01 | 00:04:3f:00:01:02
AP_Bridge

Revised: 11 Dec 08 34 EST P/N AA107S



CHAPTER 3
STARTING OUT

ESTEEM DISCOVERY UTILITY

The ESTeem Discovery Utility will allow you to
configure the IP address on the Model 195Es to imatc
your network. Install the Discovery Utility on you

computer by inserting the Resource Disk in your CD
drlve ESTeem Home Page

ESTeem Wireless Modems
manufacturers the complete line of

Note: The ESTeem Resource Disk is stand-alone aufpy | ESTeemIi)wislsss products The

ESTeem Wireless Modems are
the ESTeem Web site (Figure 5). Navigation of the B T S el
Serial, and Unlicensed Spread

Resource Disk is as simple as using your web browse Spectrum n e VHF and UHE radio
All technical documentation, User's Manuals and the S

A i Pocad
i.ﬁ‘ﬁ'ﬂ P

i
Rockwell Autamation

AUTOMATION FAIR"

ESTeem Wireless Modems Debuts | atest
Industrial Wireless Products >>

The industry leader and patent holder on the wireless modem for over 20 years,

ESTeem Ut'hty Program |S aVa”abIe On the d|Sk EST has been providing the industrial control, public safety, and federal markets
with proven and reliable wireless solutions. With our latest advancements to the Automation Fair 2007, Chicago, IL — November
ESTeem Wireless Ethernet line such as the Model 195Eg, the first 802.11g 14, 2007 — Elactronic Systems Technalogy, Inc
- . Wireless Ethemnet radio built for the rigars of industrial use, we will again set the (EST) (OTC: ELST), dba ESTeem Wireless
1. Place the ESTeem Utility CD in your CD-ROM S e e e o
drive. The CD will auto load the ESTeem main Figure 5: ESTeem Resource Main Page

page

Note: If the page does not auto load, open your vilebwser and set your address line to D:\index.htfwhere D: is the
drive letter for your CD-ROM drive).

2. From the Main Page select ESTeem Utilitiesl click on Download ESTeem Discovery Utiliiigure 6).

Wireless Modems

About Us Hews Products Support Engineering Services Espafiol ContactUs Home

E8Teem Utility Programs

The following links require a Username and Password to download the Utilities. If you complete the
registration form, a Username and Password will be sent to you the next business day or for immediate

access, please contact Customer Support at 509-735-9092 (8AM-5PM PST Monday-Friday).
Each ESTeem Utility Program is in a compressed ZIP file. When asked to Open the File or Save to Disk,
select Save to Disk. Place the file in its own directory on your hard drive, open the Zip file and run the

executable program.

Search: ‘__ . o] ESTeem Ultility Features (Utilities)

o=
Adobe’
Lﬂ.@rkﬂf :I

Discovery Utility
The Discovery Utility will display all ESTeem 195Eg radio modems connected to the computer's Ethernet
connection regardless of their current IP address. This utility will allow modification of the modem's IP

address to the network of the computer for further configuration through a Web browser.

ESTeem Models 195Eq, 195Ep and 195Es

HOTE: Firmware version 302.7 Build: 42 or gr the 185Eg is required.If installing en updated versian of the
Discovery Program, remove the older utility with the Contral Pansl=Add/Remove Pragrams prior to installing the new
utility

® ESTeem Discovery Utility (Version 1.1.0.230) (Authorized Users)

Figure 6: Discovery Utility Download
Note: This program is saved in a compressed filenfat. Microsoft Windows XP® will open the file dictly, but other
operating systems will require a common compressgiwagram such as WinZip available for download at
http://www.winzip.com

3. Double click on the 195EdiscoverySetup.exe fileetisin the window to install the program.
4. Connect the Model 195Es to your computer eithexatito the Ethernet card or through a HUB/Switdhgia CAT-5e
Ethernet cable. The Ethernet port on the 195Epmstgp Auto-Negotiation so either a patch cablerossover cable will
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STARTING OUT

work. Open the ESTeem Discovery Program and phesBiscover Modembutton. The Model 195Es will be displayed
in the program by the Ethernet MAC address ande@aiP Address (Figure 7).

Note: The SSID and Mode of Operation will be adjusted later in the configuration.

7 195E Discovery 2.1.1.28 (=13
Digcover Modems I Found 1 modems
MAC Address | iP Address | 551D | Mode | Madem D | Wersion | Madel |
00:04: 3F:00:08:54 17216.8.149 ESTeem AP Bridge 028102 195Eq
-Rea"ciy 4

Figure 7: Discovery Program Main Page

5. Double-click on the 195Es you want to program dreonfigure IP Address window will be displayed (Figure 8). Enter
an IP address and Subnet Mask for the 195Es thahasmyour network subnet and press_thelDKon to save this to the
ESTeem. You will receive notification that the Ggafation was Successful and the 195Es will reb&ybceed to
ESTeem Setup in Chapter 4.

195K Discovery 2.1.1.28 )

Discover Modems I Configure IP Address [gl

MALC Address J IP Address I I A 72 76 & 149 J Modem 1D Yersion ! Mcu:lel_!
00:04: 3F:00:08: 54 172168149 H an2.8.102 195Eg

Subnet Mask: 285256, 0 .0

Default G ateway: 1721601 . B

Cancel I

-Ready P
Figure 8: Change IP Address Window
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USING THE RS-232 INTERFACE

Any terminal emulation program that can run withJD emulation can be used for this configuratiothefESTeem. Most
Windows users will probably use either Hyper Temhir the Terminal Emulation in the ESTeem Utiptpgram. Configure
your RS-232C port for a Baud Rate to 38,400, DatatB 8, Parity to None, Stop Bits to 1 and Hardidfg to None and set
the Emulation type to VT100. Once your ESTeemdmal® address, you can attach the ESTeem to yoworkeand use the
Web Server for further programming.

Programming Using the RS-232 Port

1. When configuring the Model 195Ed for the first tig@u can use the ESTeem RS-232C Configuration Ntesatup the basic
operating parameters such as assigning the IP ssldfe Net Mask, and Gateway IP Address.

2. Connect the serial cable (EST P/N: AA0621.1) betwtbe RS-232 connector (RJ-45) on the Model 195paigramming
port to the serial port on the computer.

3. Any terminal emulation program can be used forcth&iguration of the Model 195Ed. Most users wiE either the
Terminal Emulation section of the ESTeem Utilitp§iam or Hyper Terminal in Windows. Configure y&#-232C port for
a Baud Rate to 38,400, Data Bits to 8, Parity taéd&top Bits to 1, use No Handshaking (Flow Cdahaod set the
Terminal to VT100 emulation.

4. Plug the Model AA175 power supply into a wall sdckied connect an Ethernet patch cable from the Mi&fsEd Ethernet
port to the J1 (Data&PWR) port on the power sugblgure 4). The Power over Ethernet (POE) LEDhenftont of the
ESTeem should be illuminated.

5. If your computer is configured properly, you wilesthe ESTeem Model 195Ed booting sequence orlgyarinal Emulation
program. Once the ESTeem boot sequence is confpfgieoximately 45 seconds) you will receive thisgage:

“Please press Enter to active this console.”

If you don't see this message press the Resatrbaoitt the front panel of the Model 195Ed and/ockhike programming of
your RS-232 port.

6. Press the Enter key and you will be at the Corditiom Menu 195Ed login prompt. See Figure 9.

7. To enter the Model 195Ed Main Menu you will needbim into the system with a login name and password

ESTEEM login:

Figure 9: RS-232 Port Log-in Screen
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8. Ifthis is not the first time configuration of tidodel 195Ed, see your network systems administfatdhe password.

9. Atthe 195Ed login prompt typedmin for the login name and press theter key(<Enter>). The login name is defined at the
factory and is not changeable by the useétote that all characters are lower case.

10.If this is the first time the Model 195Ed has b@eogrammed or the Password was not changed frofiathery default
values, the factory default password is @dmin. Enteradminfor the password and press the Enter key (<Enter>).

Note: All characters are lower case.

The ESTeem Configuration Welcome Screen (FigureMlDhow be displayed.

ESTEEM login: admin

Password:

a) Configure ethernet {and reboot)

b) Ping a host

c) Restore factory defaults (and reboot)
d) Log

e) Show devices

f) Reboot

q) Quit

Enter selection: _

Figure 10: RS-232 Welcome Screen
11.To set the IP address in the ESTeem 195Ed, typetthe A and press the Enter key. Enter the viglughe IP address,
Netmask and default route and pressing the Enteafter each entry.

After the basic parameters have been enteredhiatModel 195Ed you will need to commit the chartigebe Model 195Ed
(Figure 11). Press the C key and then the Entkttenchanges will be saved to flash memory. &auuse programming
features in the ESTeem Web Configuration Manageotdigure the unit for your application. Proc¢ed

ESTEEM login: admin

Password:

a) Configure ethernet (and reboot)

b) Ping a host

; Eestore factory defaults (and reboot)
0g

) Show devices

) Reboot

) Quit

o —ho o0

Enter selection: a
eth@ Link encap:Ethernet HWaddr 00:04:3F:00:26:0C

Enter IP address: 172.16.38.8
Enter netmask: 255.255.0.0
Enter default route: 172.16.1.6
Commit/Redo/Undo [c/r/ul: c_

Figure 11: RS-232 Welcome Screen
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CHAPTER 4
WEB CONFIGURATION

The ESTeem Model 195Es Web Configuration Managen isiternal web server that will allow setup, nhoring and diagnostics
of all operating parameters in the Model 195Ese T®5Es can be configured using any current welvdaosoftware such as
Internet Explorer, Netscape or Mozilla.

LOGGING ON TO THE ESTeem WEB PAGE

1. Using your Web Browser connect to the Model 195EbW

Page with the IP Address that you have assigrisdChapter 3. F? Please type your user name and password,

: . Site: 172.16.48.203
2. You will now see the Log-on Menu on Figure 1. Tteetthe -
Model 195Es Top Menu you will need to log into flystem Realm egibin
with a User Name and Password. UserNams [
3. For the User Name entadmin and press the Enter key Password [
(<Enter>) The User Name is defined at the factory and is n I Save this password in your password lis

changeable.
9 0K I Cancel

4. Enter your Password and press the Enter key (<Bnter

If thisisthe first time the Model 195Es has been programmed Figure 1: ESTeem Web Page Log-on Screen
and Password was not changed from the factory default values, proceed with the steps below to access the Configuration
Menu.

e Thefactory default Password isalso admin. Enter admin for the Password and pressthe Enter key (<Enter>).

* Note: All charactersare lower case.

5. After Log-in the next screen displayed will be Medel 195Es Top Menu page (Figure 2). This exarspteen shows the
Top Menu screen.

Note: Throughout the Configuration Manager are Help Screensthat can accessed for further information on each item.

ESTeem Web Configuration Manager m
Wireless Modems

Top

Thig is the Top Fage for the Web Configuration Manager. Below are the most recent saved
seftings of the wireless LAN unit. To recanfigure the wireless LAN unit, select the Setup tab.

[ Change Admin Password ]

Serial Number: E-15904
Software Version: 400.3.31
Modem ID:
Model: 195Es
Boot Loader: U-Boot 1.2.0.8 for the 193Es
Current Mode of Operation: AP Router

Wireless1 SSID: ESTeem
Wireless1 Frequency: 902-928MHz
Wireless1 Network Master: yes
Wireless1 MAC Address: 00:04:3F:00:26:CA
Wireless1 Repeater Enabled: true

Figure 2: Top Menu Screen
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CHAPTER 4
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WEB CONFIGURATION MANAGER SECTIONS

The following sections will describe the featuregach of the main and sub menu items in the wgbspaFor step-by-step
examples of how to configure the Model 195Es ifed#int Modes of Operation, please refer to ChdpteExample
Configurations.

Top Menu

The Top Menu will be the default web page for thedel 195Es Web Configuration Manager (Figure 2)isBection will display
the current configuration summary for the ModelB8%nd allow changing of the default password.s pape will also display
the Modem ID field that can be used to easily ifiettte 195Es you are programming. This Modemildfcan be set to any text
combination for example, location name, GPS coatdsmor addresses.

ESTeem Web Configuration Manager

Wirsless Modems

Setting the Modem ID y III

1. The Modem ID field can be adjusted unde Jm{gg}z\ T
the Global Variables of the Advanced . e
Menu tab SeIeCt G|Oba| Varlables and Modification of any setting in this section should only be completed if specifically noted in the documentation or
press théNext button. ngre 3 will be req\:st:q b;-Est’T];;mtechmcals‘;ppnrt, Adjustment of any variable in the advanced configuration may resuit in

product inoperability.
displayed.

The Advanced feature provides access to the configuration variables without the Quick Setup
navigation using the Setup tab. This feature is intended for experienced users who know the

2. In the Global Variables window and enter prekrisgiin el o i
the text yOU WOU|d I|ke dISp|ay6d in the To permanently commit all of your changes and reboot the system, click on the
Modem ID field (Figure 4). When "o anishiond iulatiniy
Comp| ete, press tr@ve %tu ngs button (e);:;-me changes have been permanently saved, the system will reboot with the new seftings in
and theCommit Changes button on the
next screen to save the name to the 195E Global Settisgs:

Global Variables &

Iptables Setup O

Set System Time O

‘Wireless LAN Settings:

all wireless LAN devices O

wlan0 device O

Vendor Specified Wireless LAN Settings:
wlan0 device O

Cintira 2: rlahal \Ioriables Screen

ESTeem Web Configuration Manager m
Wireless Modems

Advanced - Global Variables

The following is a list of those configuration variables under the Global Variables category.
These value of these variables are independent of any specific network settings or any specific
networking interface

ADMIN_HOSTNAME |,qp30211
Enter 1 - 30 characters

ADMIN_BASETIME (070700002000
Format. MMDDhhmmYYY'Y

MODEM_ID |

Free format string to use for additional identifying
information for this system. E.g. "Room 301" or "4th
and Main”
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Status Menu

The Status Menu provides a summary of the curredenof operation, system time, processor usagenaittemperature and
status of the communication links to other wireldsgices. An example is shown below in Figure Ssibf the communication
troubleshooting is done in this section of the \Welnfiguration Manager. For a detailed explanatibhow to use the status
screen to troubleshoot the wireless network, teféppendix F — Troubleshooting in this manual

EST195E Web Configuration Manager

Wireless Modems

Status: Summary

Thisis a summary of the slafus ofthe overall svstem. Maost ofthe source data for this display s

also accessible through the "System Detalls” ofthe "Log" tab.

Common Status
System Mode: AT Bridge
Current System Time: Mon, 12 Jun 2006 09:55:01
System Temperature: 134446952 C, 0 F
Up Time: 0 days, 00:00:55
CPU/Memory Status
CPU Usermode o) 5
CPU Eemelmode(®5): 4
CPU Idle4). 91
CPU Interrupts per Second: 32
Pageable Memory Total 14404
Pageable Memory Tsed: 10588
Pageable Memory Free: 3816
Mumber of Processes: 26

Wireless device 1 Status
View Peer Table

Wiew Global Counter Details

531D (hex): 45:53:54:60:65:64
SEID {ext): ESTeem
MAC Address: 00:04:3F:00:08:66
Wireless Eepeater enabled: true
Agsociated Stations: 0
Ex Bytes: 4444
Ex Frames: 60
Ex Frame Errors: 0
Tx Bytes: 8228
Tx Frames: 101
Tz Errors: 59
Tx Drops: 42

Ethernet device 1 Status
Ethernet MAC Address: 00:04:3F:00:0%:64

Ex Bytes: 4058

Bz Frames: 27

Ex Frame Errors: 0

Tx Bytes: 24572

Tz Frames: 91
Tz Errors: 0
Tx Drops:

Figure 5: Status Screen

The Counter Details submenu will summarize allgnaitted and receive data packets for the Model $9blgure 5).
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System Log Screen

The Log Screen is a trouble-shooting tool that shitve current log of Model 195Es system messages.Figure 7. The System
Details button will display a more detailed systiagnostics that may be requested by ESTeem tedtsnipport.

EST195E Web Configuration Manager

‘Wireless Modemsa

System Log

The following display Is the system log. Ta view more defalied systerm information, click on the System Details bufion

System Details

Jan 00:00:01 (none] kern.info kernel: Memory: 14320k available ([1392k kernel code, 372k data, 84k init, Ok highmen)
00:00:01 (none] kern.info kernel: Dentry cache hash table entries: 2048 (order: 2, 16384 bytes)

00:00:01 (none) kern.info kernel: Inode cache hash table entries: 1024 [order: 1, 8192 bytes)

00:00:01 (none) kern.info kernel: Mount cache hash table entries: 512 (order: 0, 4096 hytes)

nn=nn:n1 fmanel kern.infon kernel: Buffer rarhe hash fahle frtrics: 1N24 (nrder: M. 40946 hwtes)

Jan
Jan
Jan

Sysfern Lag:
Jarn 1 D0:00:00 (none) syslog.info syslogd started: BusyBox w1.00 [2006.05.22-22:27+0000)
Jan 1 00:00:01 (none) kern.notice kernel: klogd started: BusyBox w1.00 (2006.05.22-22:2740000)
Jan 1 00:00:01 (nons) kern.warn kernel: Linux version 2.4.27 [thrown@brown) (goo version 3.4.3) #10 Wed May 31 14:35:43 PD
Jarn 1 D0:00:01 (none) kern.warn kernel: Early serial init of port O
Jarn 1 D0:00:01 (none) kern.warn kernel: Early serial init of port 1
Jarn 1 D0:00:01 (none) kern.warn kernel: Esteew 195CPU (C) 2004 Electronic Systems Technology.
Jarn 1 0D0:00:01 (none) kern.warn kernel: On node O totalpages: 2096
Jarn 1 D0:00:01 (none) kern.warn kernel: zone(0): 4036 pages.
Jan 1 00:00:01 (none) kern.warn kernel: zone(l): O pages.
Jan 1 00:00:01 (none) kern.warn kernel: zone(2): O pages.
Jarn 1 D0:00:01 (none) kern.warn kernel: Kernel command line: root=/dev/mtdblock3 ro console=ttyS0,38400
Jarn 1 D0:00:01 (none) kern.warn kernel: Calibrating delay loop... 249.03 BogoMIPS
1
1
1
1
1

dan

Figure 7: System Log Screen
Setup Screen

The Setup screen allows the step-by-step configaraf the Model 195Es. Please see Chapter Sofmptete description on
System Setup menu and examples for system cortiigusa See Figure 8.

Wireless Modems

- i
III‘ EST195E Web Configuration Manager m

Thiglsthe main Setup Page. Select 2 mode of oparation for the wirefess LAN unit from ihe
fallowing lisf.

Select Mode of Operation: |AF Bridge = Help

et

Figure 8: Setup Screen
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Advanced Configuration Screen

The Advanced screen allows the user to accessrdlparation parameters. The parameters are gcoo@sed upon their variable.
It isrecommended that only advanced user s of the M odel 195Esenter this section unlessinstructed by ESTeem technical
support. See Figure 9.

ES3Teem Web Configuration Manager m
‘Wiraless Modems I}

Advanced

The Advancedeature provides access to the configuration variables without the Quick Selun
navigation using the Setup tab. ThisTeature isintendedfor experienced users who knowthe
imerdependencies between the configuration variables. The variables have been grouped by
categories. Selectfrom a category below:

To permanently commit all of yourchanges and reboot the system, click on the
"Commit and Reboot” bution below,

Cnce the changes have been permanently saved, the system will reboot with the new seliings in
effect

Global Settings:
Global Variables &
Set System Time ©
Wireless LAN Settings:
allwirelessLAN devices O
wlanl device O
Vendor Specified Wireless LAN Settings:
wianl device O
Network Settings:
wlanC device ©
ethl device O
ethl device O
brl device O
Static IProutes O
Bridge Settings:
Bridge Variables ©
Serial Port Settings:
R8-232 O

Figure 9: Advanced Features Screen

Backup Screen
The Backup Screen saves the current configuratitimei Model 195Es to a file on the computer or netw See Figure 10.

Pressing the Backup Button will create a configarefile that can be saved to the computer. Téngd file can then be later
opened, if necessary, by the Restore menu to guieglace a Model 195Es with a spare modem.

EST195E Web Configuration Manager m
Wireless Modems

Backup

Ta backug the most recant commited changes fo vour loca! PC, click the Backugp buffon below.

Backup |

Figure 10: Backup Screen
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Restore Screen

The Restore screen is used to restore the 195&sttoy defaults, return to the last saved conéiian or to access the
configuration files that were backed up to the cotep See Figure 11.

EST195E Web Configuration Manager m
Wireleas Modems

Restore Settings

The Restore foalure alfows vou fo restore this device fo the seffings from one ofthe sources
below Click the appropriate bulfon.

Factary Defaults Last Committed Changes | File

Figure 11: Restore Setting Screen
Factory Default- Returns the Model 195Es to all factory defaalties.

Last Committed ChangesThis button will remove any changes to the motteahhave been done since the last committed
changes. The last committed changes will be nead the Flash file and reset in the Model 195Es.

File — Pressing this button will bring up a selectibmbere the restore file was saved during the Bpdgkigure 12). Select
“Upload via web browser” to browse for files sav@da local computer or select “Download from ap bit ftp URL” for files
saved on a network or over the Internet.

T

EST195E Web Configuration Manager

Wireless Modems

1 4 Restore |8

Restore - From a File

Select which method this device will use fo refrieve the configuration dala file:

Upload via web browser & Help
Download from an http or ftp URL

Fravious | N;txtl

Figure 12: Restore From Local File Screen
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Software Update Screen

The Software Update feature allows the user totetie latest Model 195Es operating system softfvane a file supplied by the
factory or the Internet to the Model 195Es’s flasmory. To upload from a file on your computetesgUpload via web

browser and a file selection window will be displayed. Umoad directly from the Internet, sel@uwnload froman http or ftp
URL and enter the site address. See Figure 13.

Wireless Modems

=i
III‘ EST195E Web Configuration Manager m

The Software Update feaiure allows vou fo perform a field update of various files, such as g
software updale Image, confaining an operaling system upgrade and & new oot file syslem, ora
new HTTPS catificate.

Safact which fife vou wish fo refrieve.

Software update image fil: @
HTTES certificate © Help

Next

Figure 13: Software Update Screen

System Reboot Screen

The Reboot screen allows the user to reset the M@8&s. See Figure 14.

Wireless Modems

III EST195E Web Configuration Manager m

System Reboot

ifvau woullid fike fo reboot this device, press tha Reboot bulfon beiow Cihanwise, selact from ong
ofthe atiove fabs fo confinue. Rebooling this device will cause the most recently commifted
configuration changes fo fake effect

Fehoot I

Figure 14: System Reboot Screen
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PROGRAMMING EXAMPLES

In this chapter we will demonstrate how to progthksmESTeem Model 195Es for each of the operatindgsio For an explanation
of where each mode would be used, please refendapt€r 1 of this manual. In the following examplesassume that the

modems have been initially configured for IP Addrédet Mask, etc. and are ready for programming flee Model 195Es’s
Web Configuration Manager’s Setup Menu.

The first example network in Figure 1 consist dfedl Ethernet network connected to a Large Plaritl lafd facility connected to

a PLC that will be bridged together through a régresite. This same wireless canopy will provideelgss access to the single
PLC on the forklift (Example 4).

HUB or Switch

10/100BaseT Stand-Alone Repeater Site
Example #2
‘ SIN: E-14002
Rocass Bl tontar Sl .___WLAN MAC= 00:04:3F:00:09:056
with Repeater B ;
Feature Enabled

Router

Access Point Bridge
{Required) with Repeater
Plant Network Feature Enabled
Large Wired LAN
Example #1
SIN: E-14001
WLAN MAC=00:04:3F:00:09:01 ﬁ lI
|
[
- EtherStation II
~ i Mode
i ' Remote Facility
' Example #3
'l SIN: E-14003
Mobile Vehicle | WLAN MAC=00:04:3F:00:09:10
Single Ethernet Device [
Example #4
SIN: 14004

10/100BaseT

Access Point Bridge
with Repeater
Feature Enabled

Figure 1: Programming Example #1 Diagram

The second example network in Figure 2 show howotdigure the Model 195Es if multiple Ethernet a@ed are connected to a
single ESTeem Model 195Es. A separate networkeaddor the connected hardware is required anbeaonfigured for fixed
or dynamic IP (DHCP) addressing. The use of maltigtwork addresses will require that a netwotkeobe programmed for
each of the remote devices. As we learned in @nhdpof this manual, the difference in the StaRmuter and the Station
Masquerade Mode will depend upon the required aititly of accessing the connected Ethernet dev@édse 195Es. The

Station Router will allow devices on the Ethern&t_to access these device and the Station Masguvitlchot, very similar to a
firewall.

Revised: 11 Dec 08
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Ethernet Wired L AN

Access Point Bridge
with Repeater  /

Router

Feature Enabled (Required)
f‘l:
’/_-! .\\
Vi Mobile Vehicle #1 ; Mobile Vehicle #2
v Multiple Ethernet Devices Multiple Ethernet Devices
Example #5 \ Example #6

SIN: 14005 N SIN: 140086
Station Masguerade Mode

Station Router Mode

GPS

Remuote PC

Figure 2: Programming Example #2 Diagram

Documentation
The first step when configuring your wireless systeill be to document each Model 195Es used im#te/ork. The following is
an example of the System Configuration Table (Ghvabt- Starting Out) completed for the two exanaplications:

Modem_ID(Name) Serial Number IP Address Ethernet MAC WLAN MAC
/Operating Mode
Plant Network E-14001 Ethernet 172.17.2.1 00:04:3f:00:09:02 00:04:3f:00:09:01
AP_Router Wireless 172.16.2.1
Repeater E-14002 Bridge 172.16.2.5 00:04:3f:00:09:06 00:00(809:05
AP_Bridge
Remote Building E-14003 Bridge 172.16.2.10 00:04:3f:00:09:11 0(B06@0:09:10
AP_Bridge
Forklift E-14004 N/A 00:04:3f:00:09:21 00:04:3f:00:09:20
EtherStation
Truck #1 E-14005 Wireless 172.16.2.2Q0  00:04:3f:00:09:26 00:04:3f:00:09:25
Station Router Ethernet 172.18.1.1
Truck #2 E-14006 Wireless 172.16.2.3Q0  00:04:3f:00:09:31 00:04:3f:00:09:30
Station Masquerade Ethernet 172.19.1.1

Table 1: Example System Configuration Table
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Example 1 — Plant Network (Access Point Router with Repeater Enabled)

The ESTeem Model 195Es configured as an Access Roirter will provide a separation between thedafjant network and
the Ethernet devices connected on the wirelessonletvil his mode of operation is most often usedwdmnnecting the wireless
system to a larger network to eliminate the Netwodadcast traffic from entering the wireless systéf Ethernet devices on the
Plant network want to access Ethernet devicesewiteless network, a network router is requirecetmlve the IP conflict
created by having the wired and wireless networkseparate subnets.

Network Router (Required)
IP Address 172.17.1.1
Netmask 255.255.0.0

Routes for 172.16.X.X network use
gateway 172.17.2.1

WWired Ethernet Address 17217 . X.X
HUB or Switch Gateway Address=172.17.1.1

N s 101100BaseT

Wireless Addresses 172.16.X.X
Gateway (Route) Address=172.16.2.1

Ethernet IP Address =172.17.2.1
Netmask = 255255 0.0

Yireless IP Address = 172.16.2.1
Netmask = 255.255.0.0

Default Route =172.17.1.1

Access Point Router with
Repeater Feature Enabled

b

Note: Ethernet and Plant Network
Wireless Networks Must Large Wired LAN
Be on Separate Subnets Example #1

SiN: E-14001

Ethernet MAC = 00:04.3F:00:09:02
WLAN MAC=00:04:3F:00:09:01

Figure 3: Access Point Router IP Addressing Example

1. Access the ESTeem Web page using your computerts Bv@wser as per instructions in Chapter 4. S&etup from the
menu items. From the Select Mode of Operation gmin box, select AP Router (Figure 4) and push\iaet button
below the pull down box.

ESTeem Web Configuration Manager m
Wireless Modems |

sl s

Setup

This is the main Setup Page. Select a mode of operation for the wireless LAN unit from the
following list

Select Mode of Operation: (AP Router v| Help
Next

Figure 4: Access Point Router Setup Screen
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Note: Throughout the Configuration Manager are HElgreens that can accessed for further informadioreach item.

2. Select if you want to use client or server Dynahhist Configuration Protocol (DHCP) for tRgher net device. If you want to
enter a static IP address for the Model 195Escis@li and press thidextbutton. For our example, we have fixed IP

addresses and will select Off. For more infornmatia the operation and configuration of DHCP, maaser to Appendix C —
Interface Ports. Reference Figure 5.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether you wish to use DHCP client services or whether you wish configure a DHCP
server. Selecting "None™ will take you through a manual setup of IP addresses as opposed to
using DHCP services.

Selected mode of operationn AP Router

DHCP services on the first ethernet interface: & None Help
O Client
O Server

Figure 5: DHCP Ethernet Port

3. Refer to the site documentation (Table 1) and ¢heetP Address and IP Netmask for the Model 195EtheEther net port.
Reference Figure 6.

ESTeem Web Configuration Manager m
‘Wireless Modems

Setup

Enter values for the following fields for manual IP setup.

Mode of operation: AP Router
DHCP Services: Off

Enter IP address for first ethernet device: ﬁiij_;é_” | Help

Figure 6: Ethernet IP Addressing
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4. Select if you want to use client or server Dynahhist Configuration Protocol (DHCP) for théir eless device. If you want to
enter a static IP address for the Model 195Escis@li and press thidextbutton. For our example, we have fixed IP
addresses and will select Off. For more infornmatia the operation and configuration of DHCP, meaaser to Appendix C —
Interface Ports. Reference Figure 7.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether you wish to use DHCRP client services or whether you wish configure a DHCP
server. Selecting "None" will take you through a manual setup of IP addresses as opposed to
using DHCP services.

Selected mode of operation: AP Router

DHCP services on the wireless bridge interface: & None Help
O Client
O Server

Figure 7: DHCP Wireless Port

5. Refer to the site documentation (Table 1) and éhtetP Address and IP Netmask for the Model 19%EtheWireless port.
Reference Figure 8.

ESTeem Web Configuration Manager m
Wireless Modems

Enter values for the following fields for manual IP setup of the bridging device.

Mode of operation: AP Router
DHCP Services: Off

Figure 8: Wireless IP Address
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6. Enter the default route (Gateway) address for #teark. This AP Router 195Es will use the NetwBrduter for address
resolution (Figure 3). Enter the IP address ferNletwork Router and any DNS server informatidryol are not connecting
the Model 195Es to the Internet, leave blank aedpthéNextbutton. Figure 9.

ESTeem Web Configuration Manager m
Wireless Modems

Enter values for the following fields to set up the defauit route and DNS setitings

Mode of operation: AP Router

Enter defanlt route IP address: 1721711 | Help
Use DNS client services? & Yes Help
® No
Enter DNS domain: | | Hebp
Enter primary DINS server IP address: I_ | Help
Enter secondary DNS server IP address: | | Help

Figure 9: Default Route
7. SelectYesif you will be using security for client accessytmur wireless network (recommened).

NOTE: The setting of this security level is ONLYcf@nt access to the Model 195Es. The secufithe Bridge
communication between the Model 195Es’s is separadewill be configured during the repeater configion.

Enter the SSID for your 195Es network. The SSlihésunique identification for your wireless netwarkd sets the frequency

hopping pattern in the 195Es. All 195Es wirelesslems in the same network MUST have the same S&1B. cThis
identification code can be any combination of nurslaad letters and is case sensitive. Referencee-id.

ESTeem Web Configuration Manager m
‘Wireless Modems

In the following fields, select whether you want wireless security features turned on and enter the
service set identifier (SSID) that will be common to all wireless LAN devices.

Selected mode of operation: AP Router

Turn on wireless security features? & Yes Hel
O No
Enter the SSID: |ESTeem Hel

Figure 10: Setting SSID
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8. Select the encryption level for the wireless clizetess to the network. For further informatiorirendifferent levels of
security, please refer to Appendix E — Securitthisf User's Manual. If you would like to hide tB&ID from broadcasting
from the Access Point and would like to discardiir@adcast probes selétes. If Yes is selected the Model 195Es will no
longer send out periodic SSID radio beacons. Beeswof the network will have to know the SSID tee the network and
security is increased. In our example, we willig mobile clients with 128 bit WEP. Referenagufe 11.

ESTeem Web Configuration Manager

Wireless Modems

Enter/select values for the following fields to set up wireless security features.

O None
) WEP 64-bit
Select an encryption type: & WEP 128-bit Help
O WPA PSK
O WPA Enterprise

Hide Beacon SSID O Yes Help
and Discard Broadcast Probes? & No

Figure 11: Security Selection

9. Enter the WEP key values for your application thilitbe used by all devices on the wireless netwB#ference Figure 12.

|

ESTeem Web Configuration Manager

|

Wireless Modems

| Backup | Restore

Enter 13 hexadecimal bytes, separated by colons, for each of the following 128-bit WEP keys and
select which key should be used as the default WEP key. These values are effective for all
wireless LAN devices.

Setup

Encryption type: 128-Bit WEP for ALL wireless LAN devices
Enter WEPKeyl1
(13 hex bytes): [112233445566.77839900:3a:bbicc. | Help
Eater WEPKey2
(13 hex bytes): |1 1:22:33:44:55:66:77:88:99:00:aa:bb:cc
Enter WEP Key 3 _
(13 hex bytes): |! 1:22:33:44:55:66:77.88:99:00:aa:bb:cc

Enter WEP Key 4 _
(13 hex bytes): i_l 1:22:33:44:55:66:77.88:99.00:aa:bb:cc

@ WEP Key 1
© WEP Key 2
O WEP Key 3
© WEP Key 4

Select the defanlt WEP key: Help

Figure 12: WEP Key Input Screen
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10.Configure the 195Es as the Timing Master by selgdtie Timing Master radial t6es and leaving the Upstream Timing
Master value at 00:00:00:00:00:00. There can belgneTiming Master in any 195Es network. ReferencesfédL3.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether this unit will be the overall Network Master. (Metwork Master must only be selected
for one unit in the network) If this unit is not the Network Master enter the WLAN MAC address of
the unit that will be this unit's upstream Timing Master.

Network Timing Master: & Yes Help
O No

Netwark Mastarl-—-l Repeatar 1 |-—-| Repeater 2 |-—-| Repeater 3 ]

Repeater 1: Enter the WLAN MAC Address of the Network Master
Repeater 2: Enter the WLAN MAC address of Repeater 1

Repeater 3: Enter the WLAN MAC address of Repeater 2

Upstream Timing Master: E{}D;{}[};ﬂu;{}u;{}ﬂ;i}[} | Help

Figure 13: Timing Master
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11.The Repeater Peer Table (Figure 15) identifieshvilodel 195Es’s will bridge wireless Ethernet comination. Only other
Access Point Repeaters need to be listedhaolodel 195Es’s in client modes. Looking atgiistem layout in Figure 1, this
Plant Network modem will connect to the Stand Al&epeater site. Using the System Configurationd @lhble 1) as a
guide, enter the Wireless (WLAN) MA&ddress for the 195Es that will communicate wWithAccess Point Router (Example
1).

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether to enable repeater capability. If the repeater capability is disabled, the peer list is ignored. If the
repeater capability is enabled, then a link is established with each peer in the list.

You may add a peer to the list remove an existing peer or modify an existing peer by clicking the appropriate button
below.

The fallowing canfigurations are for the FIRST wireless LAN device.

Enable the repeater capability? & Yes Help
O No
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
Repeater Peer List: (il

Figure 15: Blank Repeater Table

Note: For a more complete description on configuregpeater routes, see Chapter 6 — Repeating Egatur
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Configuring Repeater Link

Enter the Wireless (WLAN) MA@ddress of the stand-alone repeater site andathecpst for this link will stay at the default
value at 100. Select the level of Encryption fas tommunication link. The encryption levels tloe repeater peer link must
be the same on both sides, but is completely inttkpe from the Encryption level for the client e&sséo the network. For
consistency in our example, we will also use 128/BEP Encryption for the Repeater Peer link. Vettily Repeater Link is
set to Enable and press tBeeate Repeater Peer Button.

Setup - Add a Repeater Peer

To add a new repeater peer for the first wireless LAN interface, enterthe MAC address, the port
prionty, the port cost, the key type and key, and click the "Create Repeater Peer” button.

Enter the WLAN MAC address: 'ﬂom__?.f—[}[]_{}gué
Enter a 48-bit MAC addres containing 6 colon separated hex
bytes

Enter the port path cost (1-65535): |100

Select the encryption type: (& None
O WEP 64-bit
& WEP 128-bit
O TKIP
Select the repeater link encryption method. Note: the encryption
method and key setting must be the same on both repeater
peers.

Enter the encryption key: [11:22:33.44:55:66:77.88:¢
Enter the encryption key as a sequence of hexadecimal bytes
(e.qg. 0a:0b:1c:2d:3e). Key length: None=0 bytes, WEP64=5
bytes, WEP128=13bytes, TKIP=32 hytes.

Enable/disable linlc & Enable
(& Disable
Enable/disable the repeater peer link. Enable must be selected
for the repeaters to communicate.

[ Return to Hepeater Setup ] [ Create Repeater Peer ]

Figure 16: Repeater Peer Link
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Figure 17 displays the complete repeater peerdist.Enable repeater capabilityvtes. Press th&lextbutton to continue.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether to enable repeater capability. If the repeater capability is disabled, the peer list is ighored. Ifthe
repeater capability is enabled, then a link is established with each peer in the list

You may add a peerto the list remove an existing peer or modify an existing peer by clicking the appropriate button
below.

The following configurations are for the FIRST wireless L AN device.

Enable the repeater capability? &) Yes Help
C No
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
Repeater Peer List: [T Bt RN EENS 100 WEP128 ps true |

Previous Next

Figure 17: Completed Repeater Peer List

12.The serial port configuration screen will be digpla (Figure 18). For this example configurationwiléonly be connecting to
the Ethernet port on the 195Es. Leave the “Enhiel@xternal serial port redirector” radial at N©roll to the bottom of the

page and press tiNext button. If you are using the serial interfacéeiréo Chapter 6 — Serial Applications for full
configuration instructions.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether you want to enable the redirector for the external senal port device. If you choose
to enable the redirector, then configure the remainder of the settings on the page.

Enable the external ) Yes Help
serial port redirector? @ No

Select the mode: & Full Redirector Mode Help
() Terminal Server Mode
Figure 18: Serial Configuration
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13.Select Commit Changes to write the programmingdstFmemory and reboot the Model 195Es. Whenebeat process has
completed (approximately 30 seconds) the modenbeitieady to place in operation. Reference Figre 1

ESTeem Web Configuration Manager m
Wireless Modems
s

etup

To permanently commit your changes, click on the "Commit Changes” button below.
Once the changes have been permanently saved, the system will reboot with the new seftings in
effect.

[ Previous ] [ Commit Changes ] [ Go To Advanced Setup ] [Cancel ]

Figure 19: Serial Configuration
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Example 2 — Stand Alone Repeater (Access Point Brid  ge with Repeater Enabled)

Review the example diagram, Figure 1, and locad 85Es marked as Example #2. This ESTeem is beetjby two other

Model 195Es’s as a repeater but is not connectad tthernet network. This modem should be cordjfor Access Point
Bridge mode.

1. Access the ESTeem Web page using your computefsBk@vser as per instructions in Chapter 4. S&8ettip from the

menu items. From the Select Mode of Operationgmwn box, select AP Bridge (Figure 20) and pustiNiaxtbutton below
the pull down box.

ESTeem Web Configuration Manager m
Wireless Modems

Setup
This is the main Setup Page. Select a mode of operation for the wireless LAN unit from the
following list.

Select Mode of Operation: | AP Bridge | Help

Next

Figure 20: Access Point Bridge

2. Select if you want to use client or server Dynahhist Configuration Protocol (DHCP) for the 195Hsyou want to enter a

static IP address for the Model 195Es, select @ffaress the Next button. For our example, we fiagd IP addresses and
will select Off. Reference Figure 21.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether you wish to use DHCP client services or whether you wish configure a DHCP

server. Selecting "None" will take you through a manual setup of IP addresses as opposed to
using DHCP services.

Selected mode of operation AP Bridge

DHCP services on the bridge interface: & None Help
0 Client
) Server

Figure 21: DHCP Configuration
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3. Enter thebridge IP Address and IP Netmask for the Model 195Es. Witlnotice that for the 195Es in AP Bridge moddyo
a single IP address in entered. Both the Ethéaind wireless IP addresses will be the sameeibridge mode. Reference
Figure 22.

ESTeem Web Configuration Manager m
\Wireless Modems

Setup

Enter values for the following fields for manual IP setup of the bridging device.

Mode of operation: AP Bridge
DHCP Services: Off

Enter IP address for bridge device: i1?2g25 _i Help
Enter netmask for bridge device: i255-255-ﬂ'-ﬂ | Help

Figure 22: Bridge IP Addresses

4. Enter the default route (Gateway) address for étevark. For Ethernet devices on the wireless nét\{i® 172.16.X.X — See
Figure 3), the AP Router 195Es will be the gatewBgter thewireless IP address for the AP Router 195Es (configured in
Example 1) and any DNS server information. If yoe not connecting the Model 195Es to the Inteteate blank and press
theNextbutton. Figure 23.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Enter values for the following fields to set up the default route and DNS settings

Mode of operation- AP Bridge

Enter default route IP address: |1ﬁ-2-1 Help
Use DNS client services? () Yes Help
® No
Enter DNS domain- | | Heb
Enter primary DNS server [P address: | _I Help
Enter secondary DNS server IP address: | | Help

Figure 23: Default Route (Gateway) and DNS Configur  ation
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5. SelectYesif you will be using security for your wirelesstierk (recommened).

NOTE: The setting of this security level is ONLYcl@nt access to the Model 195Es. The secufith@Bridge
communication between the Model 195Es’s is sepanadewill be configured during the repeater confafion.

Enter the SSID for your 195Es network. The SSlibésunique identification for your wireless netward sets the frequency

hopping pattern in the 195Es. All 195Es wirelesslems in the same network MUST have the same S&1B. cThis
identification code can be any combination of nurslaad letters and is case sensitive. Referenced=24.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

In the following fields, select whether you want wireless security features turned on and enter the
service set identifier (SSID) that will be commaon to all wireless LAN devices.

Selected mode of operation: AP Bridge
Turn on wireless security features? (& Yes Help
O No
Enter the SSID- [ESTeem | Help

Figure 24: Security and SSID Configuration

6. Select the encryption level for client access éowireless network. For further information on dliéerent levels of security,
please refer to Appendix E — Security of this Uséfanual. If you would like to hide the SSID frdmoadcasting from the
Access Point seledtes. If Yes is selected the Model 195Es will not sentiperiodic SSID radio. The users of the network
will have to know the SSID to enter the network aadurity is increased. In our example, we willbg mobile clients with
128 bit WEP. Reference Figure 25.

ESTeem Web Configuration Manager m
Wireless Modems

Enter/select values for the following fields to set up wireless security features.

O None
© WEP 64-bit
Select an encryption type: & WEP 128-bit Help
O WPAPSK
) WPA Enterprise

Hide Beacon SSID O Yes Help
and Discard Broadcast Probes? & No

Figure 25: Encryption Level Selection
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7. Enter the WEP key values for your application thiitbe used by all devices on the wireless netwBéference Figure 26.

ESTeem Web Configuration Manager m
\Wireless Modems

Setup

Enter 13 hexadecimal bytes, separated by colons, for each of the following 128-bit WEP keys and
select which key should be used as the default WEP key. These values are effective for all
wireless LAN devices

Encryption type: 128-Bit WEP for ALL wireless LAN devices

Enter WEP Key 1 _ :
(13 hex bytes): |1122334455:66:77.68:39 00:aabbice. _ | Help

Enter WEP Key 2 | .
(13 hex bytes): |11:22:33:44:55:66:77.88:99.00:aa:bb:cc |

Enter WEP Key 3
(13 hex bytes): |11:22.33:4455:6677.68.99.00.azbbice |

Enter WEP Key 4
(13 hex bytes): |11:22:33:44:55:66:77.88:99 00:aabbice |

& WEP Key 1
© WEP Key 2
O WEP Key 3
© WEP Key 4

Select the default WEP key:

Figure 26: WEP Key Entry
8. Configure the 195Es to link with the frequency hiagpTiming Master. In Figure 1, the Timing Masteas set in the Access

Point Router (Example 1) and we are configurindfitiserepeater site from the Timing Master. $et Timing Master radial to
No and enter the WLANC MA@ddress of the Timing Master. Reference Figure 27

ESTeem Web Configuration Manager m
‘Wireless Modems

Setup

Select whether this unit will be the overall Network Master. (Network Master must only be selected
for one unit in the network) Ifthis unit is not the Network Master enter the WLAN MAC address of
the unit that will be this unit’s upstream Timing Master.

Network Timing Master: O Yes Help
@ No

Nzhvurkunsbevl-—-l Repeater 1 I——-l Repeater 2 I——-l Repeater 3 1

Repeater 1: Enter the WLAN MAC Address of the Network Master
Repeater 2: Enter the WLAN MAC address of Repeater 1

Repeater 3: Enter the WLAN MAC address of Repeater 2

Upstream Timing Master: ICTDCH- 31'1?0:09?! | Help

Figure 27: Timing Master
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9. Looking at the system layout in Figure 1 we seg $tand Alone Repeater will communicate with bbthRlant Network’s
195Es and the Remote Building’s 195Es. You widchéo set a repeater peer link to each one of #@85Es listed by adding a
peer link to their wireless (WLAN) MAQsee Example 1 above for detailed informatioratering a repeater peer). Enter
the WLAN MAC addresses for the other two AccessiBaand press théextbutton to continue (Figure 29).

ESTeem Web Configuration Manager m
Wireless Modems

Setp

Select whether to enable repeater capability. If the repeater capability is disabled, the peer list is ignored. If the
repeater capability is enabled, then a link is established with each peer in the list.

You may add a peer to the list remove an existing peer or modify an existing peer by clicking the appropriate button
below.

The following configurations are for the FIRST wireless LAN device.

Enable the repeater capability? @& Yes Help
O No
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
Repeater Peer List: } :09:01 100 WEPps true |
00:04:3£:00:09:10 128 100 WEP128 200Kbps true

Figure 29: Repeater Configuration

10.Select Commit Changes to write the programminddst=-memory and reboot the Model 195Es. Whenabeat process has
completed (approximately 30 seconds) the modenbeilieady to place in operation.
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Example 3 — Remote Building (Access Point Bridge wi  th Repeater Enabled)

1. Review Example #1 diagram (Figure 1) and locatel fsEs marked as Example 3. This ESTeem is cathézta Remote
Facility's PLC that will be bridged to the Plantwerk through the Access Point Router (Examplevid the repeater. This
modem should be configured for Access Point Britigele and the configuration for this 195Es will Beritical to Example 2
except that the IP addressing and the Repeatetdtder You would follow all steps 1-10 in Examgléo configure this
195Es also but Figures 31 & 32 will show the change

ESTeem Web Configuration Manager m
Wireless Modems

Enter values for the following fields for manual IP setup of the bridging device.

Mode of operation: AP Bridge
DHCP Services: Off

Figure 31: Example 3 Bridge IP Address

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether to enable repeater capability. If the repeater capability is disabled, the peer list is ignored. If the
repeater capability is enabled, then a link is established with each peer in the list.

You may add a peer to the list remove an existing peer or modify an existing peer by clicking the appropriate button
below.

The following configurations are for the FIRST wireless LAN device.

Enable the repeater capability? & Yes Help
O No
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
Repeater Peer List: [ L L) OKbps true ‘

ez

Figure 32: Example 3 Repeater Routing Table
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Example 4 — Mobile Vehicle with Single Ethernet Dev  ice (EtherStation Mode)

Review the Example Diagram #1 (Figure 1) and lotts#e€l 95Es marked as Example 4. This ESTeem iscted to a single
Ethernet device in a mobile application and willdoafigured for EtherStation mode. In this mod=1B5Es will gain access to
the wireless Ethernet canopy created by the thoeeds Points (Examples 1-3), but will be emulatigMAC address for the
connected Ethernet device and will no longer hav®address in the network. To reprogram the $38ter configuration in
EtherStation mode requires the ESTeem Discovetigdir direct connection to the RS-232 port.

1. Access the ESTeem Web page using your computefsBi@vser as per instructions in Chapter 4. S&ettip from the

menu items. From the Select Mode of Operationgmwn box , select EtherStation (Figure 33) andhplisNextbutton
below the pull down box.

EST195E Web Configuration Manager

Wireless Modems

Thisisthe maln Setup Page. Select a mode of operafion for the wirsless LAN unit frorn the
following Jist.

Select Mode of Operation: |Ether5t'ation _‘J Help

INext
Figure 33: EtherStation Selection
2. Enter the SSID for the 195Es network. The SSibésunique identification for your wireless netwarkd all 195Es that share

a wireless network MUST have the same SSID codhs idlentification code can contain numbers artdrigis case sensitive.

Select the encryption level for the wireless nekwormatch the level of the Access Point canopyeigine MAC address of
the connected Ethernet device. Reference Figure 34

ESTeem Web Configuration Manager

Wireless Modems

Setup

In the following fields, select whether you want wireless security features turned on and enter the
service set identifier (SSID) that will be common to all wireless LAN devices.

Selected mode of operation: EtherStation

Enter the SSID: [ESTeem | Help
© None
) WEP64
Select an encryption type: & WEP128 Help
O WPA PSK

() WPA Enterprise with PEAP
Device MAC Address: :GDﬂ‘ﬂiDUiU’DZU’UZU‘U Hebp
Figure 34: SSID and Device MAC Input
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3. Enter the WEP key values for your application thiitbe used by all devices on the wireless netwBéference Figure 35.

ESTeem Web Configuration Manager m
‘Wireless Modemsa

Setup

Enter 13 hexadecimal bytes, separated by colons, for each of the following 126-bit WEP keys and
select which key should be used as the default WEP key. These values are effective for all
wireless LAN devices.

Encryption type: 128-Bit WEP for ALL wireless LAN devices

Enter WEP Key 1 )
(13 hex bytes) IEEZ:BB:M:SS:G&??:88:9’9:D0:aa:bb:cc | Help

Enter WEP Key 2
(13 hex bytes): |11:2‘2:33:44:55:66:??:88:99:{}0:aa:bb:cc |

Enter WEP Key 3
(13 hex bytes): |11:2‘2:33:44:55:66:??:88:99:00:aa:bb:cc |

Enter WEP Key 4
(13 hex bytes): |11:22:33:44:55:66:??:%:%:m:aa:bb:cc |

& WEP Key 1
O W
Select the default WEP key: WEP iﬂi “
WEP Key Help
© WEP Key 4

Figure 35: WEP Key Input

4. Select Commit Changes to write the programminddstFmemory and reboot the Model 195Es. Wheneheat process has
completed (approximately 30 seconds) the modenbeitieady to place in operation. Reference Figére 3

ESTeem Web Configuration Manager m
Wireless Modems

Setup

To permanently commit your changes, click on the "Commit Changes” button below.
Once the changes have been permanently saved, the system will reboot with the new settings in
effect.

[ Previous ] [ Commit Changes ] [ Go To Advanced Setup ] [Cancel]
Figure 36: EtherStation Selection
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Example 5 — Mobile Vehicle #1 (Station Router)

Review the Example Diagram #2 (Figure 2) and lotts#e€l 95Es marked as Example 5. This ESTeem isected to multiple
Ethernet devices in a mobile application and vélidonfigured Station Router mode. In this model®&Es’s will gain access to
the wireless Ethernet canopy created by the Adeeiss and act as the router between the devicagectad to the Ethernet port
and wireless network. Each of these networksredjLire a unique subnet to operate. If Etherngatde on the wired LAN
network want to access Ethernet devices on theStabuter 195Es, a network router is requiredhenvtired LAN to resolve the
IP conflict created by having the wired and wirelestworks on separate subnets (Figure 37).

MNetwork Router {Required)
IP Address 172.16.1.6

Netmask 255.255.0.0
Routes for 172.18.X.X network use
gateway 172.16.2.20 Note: Wireless Networks and
Routes for 172.19.X.X network use Station Modes Must Be on
. gateway 172.16.2.30 Separate Subnets
HUB or Switch

S P Bridge IP Address = 172.16.1.1
Access Point Bridge with & Netmask =255.2556.0.0
Repeater Feature Enabled e § Default Route = 172.16.1.6

) i

Station Masquerade Mode

Mobile Vehicle #1
Multiple Ethernet Devices

Mobile Vehicle #2
Multiple Ethernet Devices

Example #5 Example #6
SIN: 14005 SIN: 14008
Netmask 255.255.0.0 Netmask 2565.255.0.0
Wireless IP Address Wireless IP Address s
172.16.2.20 172.16.2.30 Rerrote PC
C ted Eth t Devi
Ethernet IP Address onnes ?172 1;;{”; VHERR Ethernet IP Address Connected Ethernet Devices
1721811 U 1721911 172.19.6.X
Gateway (Route) =172.18.1.1
Gateway{Route) v ) Gateway(Route) Gateway (Route) =172.19.1.1
17216186 172.16.1.6

Figure 37: Station Router IP Addressing Diagram
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1. Access the ESTeem Web page using your computettsBi@vser as per instructions in Chapter 4. S&8etip from the
menu items. From the Select Mode of Operationgmn box , select Station Router (Figure 38) amshgheNextbutton
below the pull down box.

ESTeem Web Configuration Manager

Wireless Modems

This is the main Setup Page. Select a mode of operation for the wireless LAN unit from the
following list.

Select Mode of Operation: | Station Router " Help
MNext

Figure 38:Station Router Selection

2. SelectYesif you would like to use DHCP services on eittrenwir eless or ethernet connections. Enter the SSID for you
802.11g network. The SSID is the unique identiiicafor your wireless network and all 802.11g desgithat share a wireless
network MUST have the same SSID code. This ideatibn code is case sensitive and must NOT cosfzdces. Select the
encryption level for the wireless network to matoh level of the Access Point canopy. Referencergig9.

ESTeem Web Configuration Manager m
Wireless Modems Il

in the following fields, sefect whether you wish to use DHCRP client services or whether you wish
configure a DHCP server. Selecting "Off" will take you through a manual setup of IP addresses as
opposed to using DHCP services.

Additionally, select whether you want wireless securnity features turned on and enter the service set
identifier (SSID) for the first wireless LAN device.

Selected mode of operation: Station Router

DHCP services on wireless interface: & Off Help
O Client

O Server
DHCP services on bridge interface: @& Off

O Client
O Server

Enter the SSID- |ESTeem | Help

© None
O WEP64
Select an encryption type: & WEP128 Help
) WPA PSK
) WPA Enterprise with PEAP

=
Figure 39:DHCP, SSID and Encryption Settings
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3. Enter the WEP key values for your application thiitbe used by all devices on the wireless netwBéference Figure 40.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Enter 13 hexadecimal bytes, separated by colons, for each of the following 128-bit WEP keys and
select which key should be used as the default WEP key. These values are configured for the
FIRST wireless LAN device.

128-Bit WEP for the FIRST wireless LAN

Encryption type: device
Enter WEP Key 1 i
(13 hex bytes): |11:22:33:44:55:66: 77:88:99:00:aabb:ce | Help

Enter WEP Key 2
(13 hex bytes): |1 1:22:33:44:55:66:77.88:99:00:aa:bb:cc |

Enter WEP Key 3
(13 hex bytes): |11:22:33:44:55:ﬁﬁ: 77:88:99:00:aa:bb:cc |

Enter WEP Kev 4
(13 hex bytes): |11:22:33:44:55:6Ei: 77:88:99:00:aa:bb:cc |

® WEP Key 1
© WEP Key 2
© WEP Key 3
Select the default WEP key: © WEP Key 4 Help

Figure 40:WEP Key Input

4. Refer to the IP address in Table 1 and entewthdess IP Address and IP Netmask for the Station RouRatference Figure
41.

ESTeem Web Configuration Manager m
Wireless Modems

Enter values for the following fields for manual IF setup.

Mode of operation: Station Router
DHCP Services: Off

Enter TP address for the wireless LAN interface: |1 7216220 Help
Enter netmask for the wireless LAN interface: |255-255-ﬂ-ﬂ | Help

Figure 41:Wireless IP Address
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5. Refer to the IP address in Table 1 and enteetthe net IP address and IP netmask. Reference Figure 42.

Note: When configuring the Ethernet devices caiedeto the Station Router 195Es, the ethernet e will betheir
Gateway address (Figure 37).

ESTeem Web Configuration Manager

Wireless Modemsa IIII

Enter values for the following fields for manual IP setup of the bridging device.

Mode of operation: Station Router
DHCP Services: Off

Enter IP address for bridge device: il?_zj 811 _I Help
Enter netmask for bridge device: i255-255-ﬂ-ﬂ | Help

Figure 42:Wired Ethernet IP Address
6. All IP requests for the Ethernet devices connettigtle 195Es Station Router (Example #5) will niele resolved by the

Network Router (Figure 37). Enter the default eoi@ateway) IP address for the Network Routerenl®5Es. Enter any
DNS server information and press textbutton. Figure 43.

ESTeem Web Configuration Manager m
Wirelesas Modems

Setup

Enter values for the following fields to set up the default route and DNS settings

Mode of operation: Station Router

Enter default route IP address: (1721616 | Help
Use DNS client services? ) Yes Help
® No
Enter DNS domain | | Hep
Enter primary DINS server IP address: | | Help
Enter secondary DINS server IP address: | | Help

Figure 43:Default Route (Gateway) Address and DNS | nput

7. SelectCommit Changet® write the programming to Flash memory and rélimmModel 195Es. When the reboot process has
completed (approximately 30 seconds) the modenbeitieady to place in operation.
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Example 6 — Mobile Vehicle #2 (Station Masquerade)

Review the Example Diagram #2 (Figure 2) and lotts#e€l 95Es marked as Example 6. This ESTeem iscted to multiple
Ethernet devices in a mobile application and vélidonfigured Station Masquerade mode. In this ntleel@ 95Es’s will gain
access to the wireless Ethernet canopy creatduebdcess Point and act as a firewall betweendhiees connected to the
Ethernet port and wireless network. Each of timeseorks will require a unique subnet to operatethis configuration the
Ethernet devices connected to the Station Masqedr@6Es can access the wired LAN network, buthebther way around.
This mode could be used if the Remote PC connégtiie Station Masquerade needed to access thadhfeonnected to the
wired LAN), but did not want to be seen by otherdEhet devices on the network.

ESTeem Web Configuration Manager

Wireleas Modems

This is the main Setup Page. Select a mode of operation for the wireless LAN unit from the
following list.

Select Mode of Operation: | Station Masquerade v | Help
MNext

Figure 44:Station Masquerade Selection

1. Access the ESTeem Web page using your computefsBi@vser as per instructions in Chapter 4. S&8ettip from the
menu items. From the Select Mode of Operationgmwn box , select Station Masquerade (Figure Ad)paish théNext
button below the pull down box.

ESTeem Web Configuration Manager

Wireless Modems

In the following fields, select whether you wish to use DHCRP client services or whether you wish
configure a DHCP server. Selecting "Off" will take you through a manual setup of IP addresses as
opposed to using DHCP services.

Additionally, select whether you want wireless security features turned on and enter the service set
identifier (SSID) for the first wireless LAN device.

Selected mode of operation:  Station Masquerade

DHCP services on wireless mierface: & Off Help
© Client
O Server
DHCP services on bridge interface: @& Off
O Client
O Server
Enter the SSID: [ESTeem ] Hebp
© None
O WEP64
Select an encryption type: &) WEP128 Help
O WPA PSK
© WPA Enterprise with PEAP

Figure 45:DHCP, SSID and Encryption Settings
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2. SelectYesif you would like to use DHCP services on eittrerwir eless or ethernet connections. Enter the SSID for you
802.11g network. The SSID is the unique identiiticafor your wireless network and all 802.11g desgithat share a wireless
network MUST have the same SSID code. This ideatibn code is case sensitive and must NOT costzces. Select the
encryption level for the wireless network to matoh level of the Access Point canopy. Referencergig5s.

ESTeem Web Configuration Manager m
Wireless Modems

Enter 13 hexadecimal bytes, separated by colons, for each of the following 128-bit WEP keys and
select which key should be used as the default WEP key. These values are configured for the
HRST wireless LAN device.

128-Bit WEP for the FIRST wireless LAN
Encryption type: device

Enter WEP Key 1 i
(13 hex bytes): |11:22:33:44:65:66:77.:88:99.00:aa.bbcc | Help

Enter WEP Key2 _ -
(13 hex bytes): |11:22:33:44:55:66:77:88:99.00:aa:bbice

Enter WEP Key 3
(13 hex bytes): |11:22:33:44:55:66:77.88:99.00:aa:bb:ce

Enter WEP Key 4
(13 hex bytes): |11:22:33:44:55:66:77.88:99.00:aa:bbrce

@ WEP Key 1
© WEP Key 2
© WEP Key 3
Select the default WEP key: © WEP Key 4 Help

=

Figure 46:WEP Key Entry
3. Enter the WEP key values for your application thilitbe used by all devices on the wireless netwB#ference Figure 46.

4. Refer to the IP address in Table 1 and entewthdess IP Address and IP Netmask for the Station RouRaference Figure

47.
III‘ ESTeem Web Configuration Manager m

Wireless Modems

Enter values for the following fields for manual IP setup.

Mode of operation: Station Masquerade
DHCP Services: Off

Enter IP address for the wireless LAN interface: |172.16.230 | Help
Enter netmask for the wireless LAN interface: 2552550_9 Help

Previous

Figure 47:Wireless IP Settings
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5. Refer to the IP address in Table 1 and enteetthe net IP address and IP netmask. Reference Figure 48.

Note: When configuring the Ethernet devices caiedeto the Station Router 195Es, the ethernet e will betheir
Gateway address (Figure 37).

ESTeem Web Configuration Manager m
Wihreleas Modems

Setup

Enter values for the following fields for manual IP setup of the bridging device.

Mode of operation: Station Masquerade
DHCP Services: Off

Enter IP address for bridge device: (1721311 Help
Enter netmask for bridee device: |2§gzgga_ﬂ' | Help

Figure 48:Wired Ethernet Interface
6. All IP requests for the Ethernet devices connettigtle 195Es Station Router (Example #5) will neele resolved by the

Network Router (Figure 37). Enter the default eoi@ateway) IP address for the Network Routerenl®5Es. Enter any
DNS server information and press textbutton. Figure 49.

ESTeem Web Configuration Manager m
Wireless Modems

Enter values for the following fields to set up the default route and DNS settings

Mode of operation: Station Masquerade

Enter default route IP address: M‘ Help
Use DNS client services? ) Yes Help
® No
Enter DNS domain: | | Heb
Enter primary DNS server [P address: | | Help
Enter secondary DNS server IP address: | | Help

Figure 49:Default Route (Gateway) and DNS Input

7. SelectCommit Change® write the programming to Flash memory and réiemModel 195Es. When the reboot process has
completed (approximately 30 seconds) the modenbeitieady to place in operation.
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ROUTER ADDRESSING EXAMPLES

The following are examples of the IP addressingsarmhets required for the ESTeem Router modes.

Point to Point Access Point Router to Station Route r

AP Router Station Router
Wireless IP Address: 172.16.1.6 Wireless IP Address: 172.16.2.22
Netmask: 255.255.0.0 Netmask: 255.255.0.0
Default Route: 172.17.1.6 Default Route: 172.16.1.6
Ethernet IP Address: 172.17.16
Netmask: 255.255.0.0 Ethernet IP Address:  172.20.2.22
Netmask: 255.255.0.0
Static Route: 172.20.0.0
255.255.0.0
gateway: 172.16.2.22
Device Device
IP address: 172.17.X.X IP address: 172.20.X.X
Netmask: 255.255.0.0 Netmask: 255.255.0.0
Default gateway 172.17.1.6 Default gateway  172.20.2.22
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Stand-Alone Access Point Router and Single Station

Router

Computer
IP Address = 172.17.1.1

Netmask = 255.255.0.0
Default Route = 172.17.1.6

Note: Wireless Networks and
Station Devices Must Be on
Separate Subnets

ESTeem 195E9 in
Station Router Mode
Netmask 255.255.0.0
Wireless IP Address

172.16.2.20
Ethernet IP Address
172.18.2.20

Gateway(Route)

172.16.1.6
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Stand-Alone Access Point Router with Multiple Stat ~ ion Routers

Netmask 255.255.0.0
Wireless IP Address 172.16.2.20 ;
Ethernet IP Address ook
172.18.2.20 ;

Gateway(Route) 172.16.1.6

Connected Ethernet Blockage
Devices

IP Address 172.18. X.X ESTeem 195Eg in Access Point
Netmask 255.255.0.0 Router Mode
Gateway (Route) = Ethernet IP Address = 172.17.1.6
172.18.2.20 Wireless IP Address 172.16.1.6

Netmask = 255.255.0.0
Default Route = 172.17.1.6

Note: Wireless Networks Static Routes Connected Ethernet Devices
and Station Devices Routes for 172.18.0.0 network use gateway 172.16.2. 20 IP Address 172.17. X.X
Must Be on Separate Routes for 172.19.0.0 network use gateway 172.16.2. 21 Netmask 255.255.0.0

Subnetsp Routes for 172.20.0.0 network use gateway 172.16.2. 22 Gateway (Route) = 172.17.1.6
Routes for 172.16.0.0 network use gateway 172.16.1. 6
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SERIAL APPLICATIONS

The ESTeem 195Es has a factory installed seriakipatrcan provide RS-232 communication betweenamwmore serial devices
using the wireless broadband link. The serial dagmcapsulated and transferred as a standarthEtipacket over an operating
195Es wireless Ethernet system. The configurdtioa serial 195Es network will be the same astaprBet or a serial (RS-232)
based communication network.

The serial interface option can be used to link wmore serial devices in a new or existing systé&ime serial data has very little
impact on the network bandwidth and will allow fmth Ethernet and serial applications simultangoulfew possible
applications would be installation of the 195Earinexisting serial based network that was lookimdifture upgrade to an
Ethernet based system. Another would be usingigtebandwidth Ethernet connections to providela o remote video
hardware but also provide a serial link to thetagsPLC in a SCADA type application.

SERIAL CONNECTIONS

) Rs-232 ~ Second RS-232
The RJ-45 serial data port is the far-left porfawe of the Resel SWIeh  pataport  EISMet Configuration
195Es (Figure 1). Using the ESTeem AA0621 interfac e ‘
cable, the 195Es can be connected to a standaredBViEe
(PC) with a male 9-pin Sub-D connector. The cotaple 15
cable configuration is available in Appendix C tefface ' 5

ports. GO N S (S P

RJ-45 10/100BaseT
Ethernet Port

Aux Power

Second Ether net Port

Installation of the serial option also includegati;g a Receive Transmit Power over 12 VDC Input
second 10/100 Base-T Ethernet interface. Thisnskeco LEP LED Ethernet LED ot
Ethernet port can be used to Bridge to the firseEtet port Figure 1: 195Es Front Panel Overview
(ETH_0) and the wireless link to work as a two-pgddB

when configured in the AP Bridge mode. This sedétibrnet port can also be configured as Routeryatween the wireless and
the first Ethernet port in AP Router mode (Figuye 2

AP Bridge Mode

In the AP Bridge mode, both Ethernet ports (ETHn® BTH_1) and the wireless port (WLAN_0) are coumfeyl for a common
subnet and share a common IP address.

AP Router Mode
In the AP Router mode, the two Ethernet ports (ETEnd ETH_1) will be on the same subnet. The psire#inernet port
(ETH_O) is bridged to the secondary Ethernet goft{_1) and is on a unique subnet than the Wirgleas(WLAN_0)

configured for Subnet B.

If desired, the secondary Ethernet Port (ETH_1)bmaoonfigured for a 3rd subnet (i.e. subnet Cjs Téquires advanced
configuration and routing tables specific to thetipalar networks.

Ethernet 1
Bridge
Wireless Router
I \ Ethernet 2
Ethernet 1 Ethernet 2 Wireless
Secondary Ethernet Port (ETH_1) Primary Ethernet Port (ETH_0) |_Subnet 1 Subnet 2

Figure 2: Bridge and Router Configuration for Ethernet Ports
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EST195E Web Configuration Manager

oy | |m]£§¥i Semp‘ — w T

Setup

Wireless Modems

Select whether vou want fo enable the redirectar for ihe external serial por device. ifyvou chaose o enable the redirecior,
then configure the remainder of the sstiings on the page.

Enable the serial data port? ¢ Tes Help
@ o
Select the mode: @ Full Redirector Mode Help
 Terminal Server Mode
Select the baud rate: 2400 baud Help
4800 baud
9600 baud
& 15200 baud
38400 baud
57600 baud
115200 baud
Select the rumber of data bite: 7 Help
Lo
Select the number of stop bats: @& 1 Help
o2
Select the party: € Bven Help
¢ Odd
& None
Select the serial ¢ Hardwrare Help
flow control: ¢ Software
@ Tone
Enter the mecdmutm bridge links for |2 Help
rrmlticast packets (1-255)
Enter the destination IP address for the serial packets [00.00 Help
(multicast address for multipomt system):
Enter the serial TP port number (1024-64535): [1412 Help
Enter the medmum packet size in bytes (1-1024% [y Help
Enter the mumber of miliseconds (10-10000) [25p Help
of silence for packetization:
Select whether to use  © Yes Help
delimiter character 11 & 1Mo
Enter delimiter character 1 (00-fhez): |op Help
Select whether to use  © Ves Help
delimiter character 2; & Mo
Enter delimiter character 2 (00-fhez): |00 Help
Enter whether the terminal server should © Yes Help

readfgenerate modem control ines: @& o

Frevious Tt

Figure 3: Serial Configuration Screen

SERIAL CONFIGURATION

Configuration of the serial port is completed dgrihe standard setup of the 195Es. After complaifahe Repeater Peer
configuration screen, the Serial Port Setup scfiéigire 3) will be displayed. Each section in 8exial Port Setup screen is
described in detail with the following:

Enable the RS-232 Data Port
Enabling the serial data port allows the modenetmRS-232 data over the broadband wireless coonexstablished with the

ESTeem repeater peers. The modem can be configuagabint-to-point or point-to-multipoint syste®elect Yes if you wish to
enable the serial data port.
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Mode of Operation

There are two distinct modes of operation for #r@asport in the 195Es. The Redirector mode pritivide two-way serial
communication between two or more serial devicédevthe Terminal Server mode will allow serial gommication to a specific
remote site by connecting through telnet or SSele one of the following modes of operation:

Full Redirector Mode - This mode allows bi-direatd RS-232 data communication with another EST&dm.RS-232 data
transmission will appear transparent to the comakedévices as if a serial cable is connected batieetwo ports. This mode
will also be used in a multi-point serial networkre all serial devices will need bi-directional coomication (Figure 4).

Line-of-Sight Path

RS.232 Data
Remote PLC

NOTE:

s Repeater may be stand-
alone ar attached to a
netwark or device,

Hote:

&l P Antenna's shown are for Yt

~ .
Access Point A 4 illustration purposes. There \\“‘ 4 BA:;,;?;::“
Bridge with 5 are -many antenna options i Repeat
Repeater Mode ¥ available depending on your Mode
application.
RS-232 Data

Remote Site

Master PLC

Figure 4: Serial Full Redirector Example
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Terminal Server Mode - This mode of operation
translates RS-232 serial data into a network-ag@knt
terminal protocol, such as telnet or SSH. This mode
would be selected if an interactive RS-232 session
remote locations is desired over the wireless Bidink
(Figure 5).

. Access Point
Y Bridge with
i Repeater Mode

RS232Data  pemote PLC

Baud Rate
Select the data rate of the RS-232 connection tohma g
your serial device. !

Remaote SCADA Node

Access Point Bridge
r Mode

v
Access Point Bridge', % with Repeater M

with Repeater Made *, .

Data Bits
Select the number of data bits on the RS-232 cdionec

to match your serial device.
Telnet Session to g
Remote 195Es ==z

Stop Bits
Select the number of stop bits on the RS-232 cdimmec

to match your serial device.

Figure 5: Terminal Server Example

Parity
Select the parity of the RS-232 connection to mgtelr serial device.

Flow Control
Select the type of data flow control used on the2R& connection. The ESTeem can support Hardwanedbntrol (RTS/CTS
control lines) or Software Flow Control (XON/XOFRelect Nonéf no serial flow control is necessary.

Maximum Bridge Links for Multicast Packets

This value sets the maximum number of Ethernegrlihks that the multicast packets will be senttlgh when used in a multi-
point system. A multi-point serial network uses tiaakt packets (UDP) to send the data to moredhanmemote ESTeem. You
want to limit the number of network bridge linksitithese UDP packets will be passed through to tiekeetwork more efficient.

If you are using multiple ESTeem repeater linksdnd the serial data to remote locations, the Valuhe maximum bridge link
needs to be increased to a number greater thaonifpest repeater chain. For example, if you anegugiur repeater (peer) links to
send the serial data between two or more sitesuimer will need to be five (5) or greater (Figdye

Destination IP Address

The ESTeem configured for the correct destinafibad port number will send and receive the sedaita from another modem.
Set the destination IP address for the ESTeem wherserial data will be sent. If sending to nthen one ESTeem (Multipoint)
set to a multicast address (i.e 224.0.0.1).

Note: If you are using the ESTeem 195Esin a multipoint application (multicast), you must have default Gateway configured in
the ESTeem set to the | P address of the Root Bridge modem.

Serial IP Port Number

The ESTeem configured for the correct destinatioand port number will send and receive the séait from another modem.
Set the IP port numbers to match where the seatalill be sent. The serial data will not be selpbth the IP address and port
number are not correct.
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Maximum Packet Size

This number represents the maximum size of thalsiata packet in bytes. If the number of bytedaté in the serial port buffer
exceeds the maximum packet diwdore the timer or delimiter character is reackieel ESTeem will send forward the serial
packet. For example, if the maximum packet &zt to a value of 100, when the serial portikexs 100 bytes the data will be
sent through the wireless connection.

Number of Milliseconds for Packetization

This number represents the time the ESTeem witl Hata in the serial data buffer before sendirtbgaemote ESTeem. This
feature is generally used if the serial data do¢have a consistent packet length or delimiteraztiar. For example, if the
number of milliseconds is set to a value of 10688 eem will monitor the incoming serial data streamd any break in characters
longer than 10 milliseconds will cause the datalélsent through the wireless connection.

Delimiter Characters
Enabling and specifying a delimiter character télhsmit the data in the serial buffer when théltgr character is recognized in
the serial data stream. There are two unique delirdharacters that can be configured and enafdegbendently.

Terminal Server Control Lines
Enabling this feature will allow the ESTeem in Trerminal Server mode to read and generate modetrotbnes to the
connected device.
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CHAPTER 7
REPEATING FEATURES

To increase the operating range of the fixed oril@ob
wireless Ethernet or serial network, the ESTeenkt$95
can be configured as a repeater. Any remote ESTeem
195Es in the network can be used as a repeater whil
simultaneously providing the connected device aith
Ethernet or serial connection (Figure 1). The maxn
number of repeater “hops” from the Master 195HRrise

3).

This fixed site repeater network of Model 195Esatee
an RF backbone to bridge Ethernet or serial devices
connected to the wired port and provide a wiretas®py
for 195Es in mobile client modes simultaneouslyhew
programmed in any of the three Access Point (AP)
Repeater Modes, the Model 195Es will create a essel
network with other Model 195Es units in radio rattogt
are programmed in the AP Repeater Peer table during
setup. This feature adds the increased functigreflit
repeaters to the typical Ethernet Bridge configanat

FREQUENY HOPPING NETWORK

The ESTeem 195Es operates in the unlicensed 902-
928 MHz frequency band using frequency hopping
spread spectrum (FHSS) modulation to transfer data.
Frequency Hopping Spread Spectrum is easiest to
think of as a narrow-band radio with a frequencijeag
design that permits fast movement or “hopping’ng a
channel within the total allocated spectrum. The
carrier frequency hops from channel to channel in
some pre-arranged sequence (Figure 2). The recei
is programmed to hop in sequence with the transmitt
If one channel is jammed, the data is simply
retransmitted when the transmitter hops to a clear
channel. |

!

Access Point
Bridge with

Repeater Made -

Wireless Network
on Separate Subnet

Line-of-Sight Path

Remote Office

NOTE:

D Repeater may be stand-
alone or attached to a
twork or device.

o
i

Access Point o
{ rouerwan Main Office
Repester
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Hub or Switch

U

Mobile
Applications

Access Point |-
Bridge with
Repeater Mode

Note:
Antenna's shown are for
i R Bldg. LAN
are many antenna options
available depending on your
application.

Figure 1: Repeater and Wireless Canopy Diagram

Remote Site

Signal Strength

Frequency

X

@ Data

Hopping
Data
Frequency Frequency
Hop code Hopping Hopping Hop code
generator Synthesizer Synthesizer generator

| |

Setting 195Es Frequency Hopping Pattern

The frequency hopping pattern in the 195Es is

1 [

Transmitter Receiver

Figure 2: Frequency Hopping Diagram

determined by the Service Set Identification (SSi&lye entered during the configuration of thewadhll ESTeem 195Es

wireless modems have to have identf88ID’s configured
letters is case sensitive.

to communicate. The SSID caarecombination of numbers and

To operate two ESTeem 195Es networks in the sagaevéithout interference, you can simply changesttb for each network.
In addition, if you are experiencing excessiveaadierference, changing the SSID may improve conication.

Timing M aster

Every ESTeem 195Es network must start with conifigua

195Es in the network where &équency hopping synchronization (sync) beacoagi@anerated and sent to the other remote 195Es

frequency hopping “Timing Master”. This TigiMaster is the

radios in the network (Figure 3). Every 195Es ingxethe sync beacon either directly from the Tariifaster or from its
Upstream Timing Master (covered below). The Tinlitaster is best located at the Master Radio sitthivoverall network

Revised: 8 Feb 08
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REPEATING FEATURES

Timing

ESTeem 195Es wireless modems in the same netwerk at
Master

The purpose of the Timing Master is to guarantaedt
using the correct hopping pattern at the corre® tiIf the

Timing Master in the network is removed, all rensites

will fail to communicate. Repeater 1 Repeater 3
(Tier 1) (Tier 1)

Caution: There can only be one Timing Master in any

ESTeem 195Es network. 1f morethan one Timing Master #
isconfigured in a single network, erratic communication
will occur. Repeater 4

(Tier 2)

. Repeater 2
Upstream Timing M aster (Tier 1)
When a repeater site does not receive the frequenpying K .
sync beacon directly from the Timing Master, foample Repeater 5
Repeater Tiers 2 and 3 in Figure 3, the ESTeemd4 Q8E (Tier 2)
receive its timing signal from the 195Es in thevjimas i Repeater6
connection Tier. (Tier 3)
Using Figure 3 as an example, repeater sites % avili Figure 3: Upstream Timing Masters

receive their frequency hopping sync beacon frqmeaer 3
in Repeater Tier 1. Repeater 3 will be their “Upain Timing Master”. In the same way, RepeateillGaceive its frequency
hopping sync beacon from repeater 4 in Repeatef2Tie

CONFIGURATION

Timing Master

One of the configuration pages in & up configuration is to select the timing Master. cimfigure the ESTeem 195Es as the
Timing Master, select es on Timing Master radial and either leave the Usstr Timing Master block blank or enter all zeras th
MAC address (Figure 4).

ESTeem Web Configuration Manager m
‘Wireless Modems

Select whether this unit will be the overall Network Master. (Network Master must only be selected
for one unit in the network) If this unit is not the Network Master enter the WLAN MAC address of
the unit that will be this unit's upstream Timing (aster

Network Timing Master: & Yes Help
O No

Ngmn.umstgrl-—-l Repeater 1 i-—-l Repeater 2 '——-l Repeater 3

Repeater 1: Enter the WLAN MAC Address of the Network Master
Repeater 2: Enter the WLAN MAC address of Repeater 1

Repeater 3: Enter the WLAN MAC address of Repeater 2

Upstream Timing Master: [00:00.00:00:00:00 | Help

[fes)

Figure 4: Timing Master Configuration
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REPEATING FEATURES

Upstream Timing Master

If the 195Es is not the Timing Master, seldcton Timing Master radial and enter the WLANC MA@dress of the 195Es where
the radio will receive the frequency hopping syeadon (Figure 5). For example, looking in Figur&8peater 6 would enter the
WLAN MAC address Repeater 4.

ESTeem Web Configuration Manager

Wireless Modems

Setup

Select whether this unit will be the overall Network Master. (Network Master must only be selected
for one unit in the network) Ifthis unit is not the Network Master enter the WLAN MAC address of
the unit that will be this unit's upstream Timing Master.

Network Timing Master: ) Yes Help
® No

Network Master Repeater 1 |-—-| Repeater 2 ]——-l Repaater 3

Repeater 1: Enter the WLAN MAC Address of the Network Master
Repeater 2: Enter the WLAN MAC address of Repeater 1

Repeater 3: Enter the WLAN MAC address of Repeater 2

Upstream Timing Master: [00:04:3t00:12:34) : Help

Figure 5: Upstream Timing Master Configuration
CONFIGURING REPEATER PEER

Once you complete the frequency hopping timing igonétion, you will be prompted to enter the 195 epeater Peers (Figure 6).
Any two or more ESTeem 195Es wireless modemsiixed fipplication (not mobile client modes) that caumnicate over the RF
will be considered repeaters and will need to bdigored as repeater peers. For example in Fijuaf ESTeem 195Es radios in
this application will be configured as repeatersegt the mobile device in client mode. All repegieer links MUST be bi-
directional with a repeater peer from the remot&EK) These 195Es modems will also be configureddate a repeater peer link
with 195Es modems they have a direct REF.lifike following chart will use Figure 3 as examplall repeater peers required:

Site Name Links Required in Repeater Peer Configuration
Repeater 1 Timing Master

Repeater 2 Timing Master

Timing Master Repeater 1, Repeater 2 and Repeater 3
Repeater 3 Timing Master, Repeater 4 and Repeater 5
Repeater 4 Repeater 3 and Repeater 6

Repeater 5 Repeater 4

Repeater 6 Repeater 3
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CHAPTER 7

REPEATING FEATURES

I

ESTeem Web Configuration Manager

Setup

Wireless Modems III

Select whether to enable repeater capability. If the repeater capability is disabled, the pesr list is ignored. If the repeater
capability is enabled, then a link is established with each peer in the list

You may add a peerto the list, remove an existing peer or modify an existing peer by clicking the appropriate button

below.

The following configurations are for the FIRST wireless LAN device.

Enable the repeater capability? & Yes
< No

MAC Addr

- ERWELONY PYYS BN 00:04:3£:00:26:2a
|00:04:3£:00:26:ce

Repeater Peer Entry

Priority Cost
128

Path Encrypt

Type
none
none

100
100

Kbps false
200Kbps true

Help

Data
Rate Enable

| [Add

Figure 6: Repeater Peer Configuration Screen

Any 195Es configured as a repeater will set th
Enable the Repeater Capability to Yes (Figure

6). Next press thadd button and Figure 7 will
be displayed.

WLAN MAC Address

Enter the WLAN MAC address of the 195Es of
the repeater peer. The WLAN MAC address
can be found on the back of the 195Es, on the
product documentation or the Top page of the
Web Configuration Manager.

Port Path Cost

Leave the port path cost at 100. This value
requires no adjustment.

Setup - Add a Repeater Peer

To add a new repeater peer for the first wireless L AN interface, enter the MAC address, the port
priority, the port cost, the key type and key, and click the "Create Repeater Peer” button.

Enter the WLAN MAC address: |

Enter the port path cost (1-65535):

Select the encryption type:

Enter the encryption key:

Enable/disable lnk:

Enter a 48-bit MAC addres containing 6 colon separated hex
bytes

[100

O None

) WEP 64-bit

@ WEP 128-bit

O TKIP

Select the repeater link encryption method. Note: the encryption
method and key setting must be the same on both repeater
peers.

(112233445665 7785
Enter the encryption key as a sequence of hexadecimal bytes

(e.g. Oa:0b-1c:2d 3e). Key length: None=0 bytes, WEP64=5
bytes, WEP128=13bytes, TKIP=32 bytes.

@ Enable

 Disable

Enable/disable the repeater peer link. Enable must be selected
for the repeaters to communicate.

[

Retun to Repeater Setup | [

Creale Repeater Peer |

Encryption Type

This value sets the level of encryption on the
repeater peer link. The encryption level and

Figure 7: Repeater Peer Entry Screen

encryption key can be unique for each repeaterlipgeibut must match going both directions in Rie link.

Revised: 8 Feb 08
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REPEATING FEATURES

Encryption Key

Enter the encryption key for the level of encryptielected. The encryption key MUST match on kith of the repeater peeer
link. The following chart will show how many chatars are required for each key.

Encryption Type Key Length

None 0 (Leave Blank)

64-bit WEP 5 Hexadecimal Bytes (00-FF)
128-bit WEP 13 Hexadecimal Bytes (00-FF)
TKIP 32 Hexadecimal Bytes (00-FF)

Enable/Disable Link

To activate the repeater peer link when the 195Esrfigured and rebooted, selEcible. To program the repeater peer but
active the RF link in the future, selditsable. This link activation can be changed at any fimide future by selectiniglodify
button when the repeater peer is highlighted ind¢ipeater peer screen (See Figure 6).

To complete the programming of the repeater pekraind return to the Repeater Peer outline, phesareate Repeater Peer
button.
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CHAPTER 8
ANTENNA SETUPS

ANTENNA AND CABLE CONFIGURATIONS

Warning: Only the tested cable lengths and antennas provided by EST meet the FCC and DOC maximum peak output power
requirements. Any other combination of antennas or coax cables is not authorized.

EST offers different types of antennas for both indoor and outdoor configurations. This device has been designed to operate with
the antennas listed below, and having a maximum gain of 7 dB. Antennas not included in this list or having a gain greater than 7
dB are strictly prohibited for use with this device. The required antenna impedance is 50 ohms.

Part Number: AA191Es

e  Omni-directional, permanent vehicle mount antenna,
5dB gain with integral 17’ coax cable.

e  Outdoor mobile applications.

e  There must be a minimum separation distance of 20
cm. from the antenna to the user. See Warnings.

Part Number: AA20DMs

e Omni-directional direct mount antenna, 2 dBi gain.

e Indoor and outdoor applications.

e  There must be a minimum separation distance of 20
cm. from the antenna to the user. See Warnings.

Part Number: AA20Es900

e Omni-directional external pole mount antenna, 7 dBi
gain with 3-ft. integral feedline and connector.

e Outdoor applications.

e  There must be a minimum separation distance of 20
cm. from the antenna to the user. See Warnings.

Part Number: AA203Es900

o Directional pole mount antenna, 7 dBi gain with 3-ft.
integral feedline and connector.

e  Point to point and point to multi-point outdoor
applications.

e  There must be a minimum separation distance of 20
cm. from the antenna to the user. See Warnings.

Antenna
Port A

Notes:

Antenna Port A is a transmit and receive port for use in all
applications.

Warnings:

Only pre-made coax cables from the factory used in
conjunction with either the AA20Es omni-directional
and AA203Es900 directional antennas meet all FCC
Section 15.247(b) EIRP maximum power requirements.

Revised: 26 Feb 08
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CHAPTER 8
ANTENNA SETUPS

. Attenuation
Feedline Type (dB/100 ft.) @ 2.4 GHz
RG-8 (Solid) 7
LMR 600 4.4
3/8" Heliax 6.5
1/2" Heliax 3.5
7/8" Heliax 2
1.25" Heliax 1.6

Note: A4 -3 dB loss means you have lost 1/2 of your signal or transmitter power. A +3 dB gain means you have doubled (x2)
your signal or transmitter power.

Example:

A 6 dB antenna will increase the radiated output power of a 1 watt transmitter to 4 watts {times 4 = 3 dB (x2) + 3 dB
(x2)} and increase the received signal strength to receiver times 4

Revised: 26 Feb 08 8-2 EST P/N AA107S
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ANTENNA SETUPS

ASSEMBLING THE AA195PM TWO HOLE OUTDOOR POLE MOUNTING KIT

The AA195PM mounting kit contains everything required for pole mounting and weatherproofing the ESTeem Model 195E for
outdoor installations. The 195E with AA195PM mounting kit can be directly mounted to a round pole from 1.25” to a diameter of
2.25” OD. Any mounting structure greater than 2” requires hose clamp strapping run through the Pole Mount Brackets. The
mounting kit requires the following assembly:

(2) Pole Mount Brackets

|
| (1) Face Piate Cover [

Figure 1: Packet Box Contents
1. If you purchased an AA195PM mounting kit with your Model 195E, the kit will be packed in the same packing box as the
ESTeem (Figure 1).

2. Remove and inventory the two (2) Pole Mounting Brackets, one (1) Two-Hole Face Plate Cover (with single port cover
installed), one (1) Heat Shield and (1) AA195PM Hardware bag from the packing box (Figure 1). Report any missing or
damaged items to ESTeem Customer Support (509-735-9092 Phone) as soon as possible for replacement.

(2) Square Bend U-Bolts with Hardware

|

- —

(2) Pole Mount Clamps

(4) 10-24 Pan Screws (1) Weather Proof
Boot for Antenna
-1 73 Port B (if not used)
L | i .
i1 £ 1 t
i |

(2) Direct Mount Antenna Boots for ESTeem
(2) Ethernet Approved Direct Mount Antenna Only

# T

M
Y
m;uwu .

iy — | TTT—
sy S

rencen -

At

Cable Boot Figure 2: AA195PM Hardware Contents
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3. Inventory the AA195PM Hardware bag for all the components listed in Figure 2.

4. Assemble the two Pole Mounting Brackets with the included U-bolts, hardware and Pole Mount Clamps. Reference Figure 3.

)

==
&

Bt

Figure 3: Pole Mount Assembly

5. Place the four supplied 10-24 x 17 Phillips Pan Head screws through the mounting holes of the Heat Shield and attach to the
to the top of the ESTeem 195E (Figure 4).

195E Series

¥ status ®

Reset
Rx Tx

Figure 4: Heat Shield Attachment
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ANTENNA SETUPS

6. Attach the two Pole Mounting Brackets to the ESTeem Model 195E with the 10-24 x 1” Phillips Pan Head screws through the
top of the heat shield. Reference Figure 5 (Heat Shield removed for detail).

Figure 5: Pole Mount Connection to Case
(Heat Shield Removed for Detail)

7. Assemble the outdoor rated CAT-5e Ethernet cable (Not Provided) with the supplied Ethernet Cable Boot (Figure 6).

Ethernet Cable Boot

Figure 6: Ethernet Cable Assembly

8. Feed the CAT-5e Ethernet connector(s) through the Face Plate Cover and secure the Ethernet Cable Boot to the cover.
Reference Figure 7. NOTE: The Ethernet cable boot must be installed before the RJ-45 end is installed. If using the ESTeem
AA09.1 outdoor Ethernet cable, verify that the Ethernet cable boot end is routed toward the ESTeem 195E.
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®-

Second Port Cover
Remove for 2™ Cable

Figure 7: Ethernet Cable Routing
9. Route the CAT-5¢ Ethernet cable through the molded strain-relief fins in the Face Plate Cover (Figure 8) to secure the cable

and provide strain-relief for the connector. If a second Ethernet cable is installed, remove the second port cover and route
cable.

Face Plate Cover

Ethernet Cable Boots

Figure 8: Face Plate Cover Strain Relief

10. Plug the CAT-5e Ethernet cable to the Model 195E’s Ethernet port and secure the Face Plate Cover with the attached thumb
screw. Verify that the weatherproof seal on the Face Plate Cover is sealed against the outer rim of the Model 195E.

Reference Figure 9.

Figure 9: Face Plate Cover Installed on ESTeem
11. Attach the antenna connector boots as show in Figure 10 for either dual attached antennas or external antennas. You are now
ready to mount the ESTeem Model 195E
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EST Approved Direct Mount

\ Antenna Only /

Direct Mount
Antenna Boots,

Port B

ST Approved External
Antenna With Factory
Installed Boot

4/N OTE: Remove Plastic
Connector Cover

\

Weather Proof Boot

Before Installation

Face Towards The ®
South
(North America)

Figure 10: Completed AA195PM Mounts

Caution: Outdoor mounting of the 195E requires the use of weatherproof boots. Improper installation
could result in radio failure.

Caution: Always mount the 195E vertically with the antenna ports on top.
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Model 195Es
with Direct Mount Antenna

Omni-Directional Antenna
EST P/M AAZ0DMESS00

Antenna Port A Antenna Port B

(naot used)

* Weatherproof Boot —» +«—— Weatherproof Boot W

% Pole Mounting / '

Brackets

{not shown) T

Direct Pole Mount

% Pole Mounting Kit
EST PIN AA195PM.1

% Weatherproof
Front Cover

ESTeem Resources Programming
EST Part Mo. AA109 Interface Cahle

K Weatherproof Boot —» EST Part Mo, AAQ621.1

R5-232C
Serial Interface Cable

Cable RS-232, RJ-45/DBAYF

Serial Interface Cable EST P/M ARDGEZ1.1

EST PN AADS 1
(a0 ft. maximum)

POE Cabhle
EST PIW AADE] ——————
300 1, maximum)

POE Supply
ESTF/M AA17S  Ethernet LAN

- Interface Cahle
M

100-250 WAC
50-60 Hz

—

Caution: Always mount the 195Es vertically with the antenna ports on top.
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Model 195Es with Direct Mount
Antenna and Surge Protection

Omni-Directional Antenna
EST P/N AAZODMESI00

Antenna Port A
W Weatherproof Boot—»

Antenna Port B
thot used)

% Direct Pole Mount

Pole Mounting Kit
EST PiM AATSSP M1

% Pole Mounting /

Brackets

{hot shown) e

% Woeatherproof
Front Cover

RS.232

ESTeem Resources Programming
EST Part Mo. AAT09  |nterface Cahle

* Weatherproof Boot —» EST Part Mo, AADE21.1

RS5-232C
Serial Interface Cable

Cahle R5-232, RJ-45/0B49F
EST Fitd AADE21.1

Serial Interface Cahle
EST PN A409 1 // —

(a0 . maximumm)

Ethernet Surge

Protection
POE Supply
EST PN AA16E EST PiM 22175  Ethernet LAN

Interface Cable

i
i
i
100-250 vAC ;
i
i
i

POE Cable
ESTPINAAGD] —
(300 1. maximurmm)

50-60 Hz

il
—

Caution: Always mount the 195Es vertically with the antenna ports on top.
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Model 195Es
with External Mount Antennas

Omni-Directional Antenna
(wiith 16 in. jumper)
EST P/ AA20ES900

L

Directional Antenna
(with 2 ft.jumper)

EST PN AAZO3ES900

Antenna Port A Antenna Port B

(not used)

% Weatherproof Boot —— «—— Weatherproof Boot W

% Pole Mounting /

Brackets

{not shown) e ——_—

Direct Pole Mount

¥ Pole Mounting Kit
EST P/N AATO5PM.1

% Weatherproof
Front Cover RS-232

ESTeem Resources Programming

EST FartMo. AAT0S  Interface Cable

* Weatherproof Boot —»
EST Part No. AADG21.1

RS§232C
Serial Interface Cable

Cable RE5-232, RJ-45/0B9F
Serial Interface Cable EST Pin AADEZ1.1
EST PN AA409.1 /
{50 1. maximurm)
POE Cahle

ESTP/M AADS] ————»
{300 1. maximurmg

POE Supply
ESTP/N AA1TS  Ethernet LAN

- Interface Cahle
M

T 100-250 VAC

50-60 Hz

1
i
i
1
i
i
1
i
i
1
i
i

Caution: Always mount the 195Es vertically with the antenna ports on top.
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Model 195Es with External Mount
Antennas and Surge Protection

Omni-Directional Antenna
fwith 16 in. jumper)
EST P/N AA20E=200

Directional Antenna
fwiith 2 . jumper)
Antenna Port A EST P/l AAZO3ESB00

Antenna Port B

(not used)

% Weatherproof Boot——>

% Pole Mounting / '

Brackets

{not shown) S -

Direct Pole Mount

¥ Pole Mounting Kit
EST P/IN AAT185PM.1

% Weatherproof
Front Cover

RS-232
ESTeem Resources Programming
EST FPartMo. AATDS  Interface Cahle

* Weatherproof Boot —» Bathahnasrieat

RS.232C
Serial Interface Cable

Cable R5-232, RJ-45/DB9F
EST P/M AADG21.1

Serial Interface Cable
EST PN 44091 /
(50 ft. maximurm)

Ethernet Surge

Protection
POE Supply
SRl nakal ESTF/M AATTS  Ethernet LAN

Interface Cable

i
1
i
100-250 VAC !
50-60 Hz i

!

i

In Building

POE Cable
ESTPIN AA09] ————————
(300 ft. maximum)

Caution: Always mount the 195Es vertically with the antenna ports on top.

Revised: 26 Feb 08 8-11 EST P/N AA107S



ANTENNA SETUPS

FRESNEL ZONE

j[l[l[ﬂﬂ DDDEQﬁ
jDDEgﬁ DDDE%
I I DDDE%
j[l[l[%% DDDE%
jEIEIEQﬁ " EIEIEIEQﬁ
:”:”:”:Q]; Obstruction E“:”:ll:ﬁﬁ
0L EIEIEIEﬂﬂ
:IEIDE%' NN

The Fresnel zone shows the ellipsoid spread of the radio waves around the visual line-of-sight after they leave the antenna (see
figure above). This area must be clear of obstructions or the signal strength will be reduced due to signal blockage. Typically,
20% Fresnel Zone blockage introduces little signal loss to the link. Beyond 40% blockage, signal loss will become significant.
This calculation is based on a flat earth. It does not take into account the curvature of the earth. It is recommended for RF path
links greater than 7 miles to have a microwave path analysis done that takes the curvature of the earth and the topography of the
terrain into account.

Fresnel Zone Radius = 72.1 SQRT [(d1d2) / (F(d1 + d2)]

Units

Fresnel Zone Radius in feet.
dl and d2 in statue miles

F in GHz
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FCC INFORMATION

INFORMATION TO USERS Other Information

The ESTeem Model 195Es complies with Part 15 of the Model 195Es

FCC Rules. Operation is subject to the following t

conditions: (1) This device may not cause harmful Direct Sequence Spread Spectrum Device
interference, and (2) this device must accept any

interference received, including interference thaty FCC Type Acceptance N&ENPESTEEM 195ES

cause undesired operation.
Canadian Certification Numbe2163A-195ES
Noteto User:

Changes or madifications to this equipment not esgly
approved by Electronic Systems Technology for
compliance could void the user's authority to opertae
equipment.

The equipment has been tested and found to conighiytive limits for a Class A digital device, puratito Part 15 of the FCC
Rules. These limits are designed to provide resserprotection against harmful interference winengquipment is operated in a
commercial environment. This equipment generatass, and can radiate radio frequency energy famat, installed and used in
accordance with the instruction manual, may caaseful interference to radio communications. Opencof this equipment in a
residential area is likely to cause harmful intenfee in which case the user will be required toeot the interference at his own
expense.

Revised: 8 Feb 08 APX A-1 EST P/N AA107S



ESTEEM

APPENDIX A
FCC INFORMATION

FEDERAL COMMUNICATIONS COMMISSION FIELD OFFICES

ALASKA

1011 E. Tudor Rd.

Rm 240 Box 2955
Anchorage, AK 99510

CALIFORNIA

Interstate Office Park

4542 Ruffner St., Room 370
San Diego, CA 92111-2216

Los Angeles Office (LA)

Ceritos Corporate Tower

18000 Studebaker Rd., Room 660
Cerritos, CA 90701-3684

San Francisco Office (SF)
5653 Stoneridge Drive, Suite 105
Pleasanton, CA 94588-8543

COLORADO

Denver Office (DV)

215 S. Wadsworth Blvd., Suite 303
Lakewood, CO 80226-1544

FLORIDA

919 Federal Bldg
51 SE First Ave.
Miami, FL 33130

Tampa Office (TP)
2203 N. Lois Ave., Room 1215
Tampa, FL 33607-2356

GEORGIA

Atlanta Office (AT)

3575 Koger Blvd., Suite 320
Duluth, GA 30096-4958

HAWAII

7304 Prince Kuhi
Federal Building
Honolulu, HI

ILLINOIS

Chicago Office (CG)

Park Ridge Office Ctr., Room 306
1550 Northwest Highway

Park Ridge, IL 60068-1460

LOUISIANA

New Orleans Office (OR)
2424 Edenborn Ave. Suite 460
Metarie, LA 70001

MARYLAND
1017 Geo. Fallon
Building 31
Hopkins Plaza
Baltimore, MD

MASSACHUSETTS
Boston Office (BS)

1 Batterymarch Park
Quincy, MA 02169-7495

MICHIGAN

Detroit Office (DT)

24897 Hathaway Street
Farmington Hills, MI 48335-1552

MINNESOTA

691 Federal Building
316 N Robert St.

St. Paul, MN

MISSOURI

Kansas City Office (KC)
520 NE Colbern Road
Second Floor

Lee’s Summit, MO 64086

NEW YORK

1307 Federal Building
111 W. Huron
Buffalo, NY 14202

NEW YORK

New York Office (NY)

201 Varick Street, Suite 1151
New York, NY 10014-4870

OREGON

1782 Federal Building
1220 SW 3rd Avenue
Portland, OR 97204

PENNSYLVANIA
Philadelphia Office (PA)

One Oxford Valley Office Bld.
Room 404

2300 E. Lincoln Hwy
Langhorne, PA 19047-1859

PUERTO RICO

747 Federal Building
Carlo Chardon Ave.
Hato Rey, PR 00918

TEXAS

Dallas Office (DL)

9330 LBJ Freeway, Room 1170
Dallas, TX 75243-3429

5636 Federal Building
515 Rusk Avenue
Houston, TX 77002

WASHINGTON DC
Columbia Office (CF)

9300 East Hampton Drive
Capitol Heights, MD 20743

WASHINGTON

Seattle Office (ST)

11410 NE 12%' Way
Room 312

Kirkland, WA 98034-6927
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APPENDIX B
SPECIFICATIONS

Model 195Es Case Specifications

Power On/Off

Receiver On/Off

Carrier Detect On/Off

Transmitter On/Off

Link Status On/Off

baud)

Ethernet 10/100Base T (Port 1) RJ-45 Female
Ethernet 10/100Base T (Port 2) RJ-45 Female
RS-232C Port

(2,400 to 115.2K baud) RJ-45 Female
RS-232C Programming Port (38.4 K RJ-45 Female

Antenna Input/Output

TNC Reverse Polarity Female

Remote Input Power

Power Over Ethernet Cable

Direct Input Power

Optional, Header Screw Connector

Frequency of Operation

902 to 928 MHz
Software Selectable

RF Data Rates 200 Kbps
Tx Output Power 1 Watt
RF Output Impedance 50 ohms

Rx Sensitivity @ Frame Error Rate <10%

-100 dBm @ 200 Kbps

Power over Ethernet

IEEE 802.3af Standard Power Supply,
48 VDC @ 13 Watts

Power Connector on Unit

10 to 16 VDC

Receive

220 ma @ 12 VDC

Transmit

1000 ma @ 12 VDC

Dimensions

1.9in.Hx6.7in.Wx6.2in. L

Weight

1.25 Ibs.

Outdoor Pole Mounting Kit

Optional, EST P/N 195PM

Warranty

1 Year

Temperature Range

-30° to +60° C

Humidity

95% Non-condensing

FCC Type Acceptance

ENPESTEEM195ES

Industry Canada Type Acceptance

2163A-195ES

Specifications Subject to Change Without Notice
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Model 195Es Case Specifications
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Antenna Specifications

Model No: AA191s

Antenna Type: Omni-Directional, Permanent Vehicle Mount
Applications: Direct mount

Frequency: 896 to 940 MHz

Polarization: Vertical Caution

Impedance: 50 ohms

Gain: 5dB Omni-directional antenna
VSW:
Front to Back Ratio: n/a

Horizontal Beamwidth: n/a

Vertical Beamwidth: n/a

Antenna Material: Molded Polymer

Mounting Hardware: Included M
Antenna Connector: TNC-R Male

Antenna Envelope: 32 in. length
Weight: <1 Ibs.

Model: AA20DMEs

Applications: Model 195Es direct case mount
Antenna Type: Omni-Directional, Sleeve dipole
Frequency: 902 to 928 MHz

Polarization: Vertical

Impedance: 50 ohms

Gain: 2 dBi (3 dBd)

VSWR: <2:1

Power: 10 W

Front To Back Ratio: n/a

Horizontal Beamwidth: n/a

Vertical Beamwidth: 60 degrees

Antenna Material: Polyurethane Plastic Radome
Recommended Mounting Hardware: n/a
Antenna Connector: TNC-R Male

Flexibility: +/-20°

Antenna Envelope: 8.8 in. length by .51 in. width
Temperature: -20 to +65 C°

Weight: 35 grams

Model AA191s

Caution
Omni-directional antenna

should not be located within
23 cm of personnel.

Model AA20DMEs

Revised: 22 Feb 08 APX B-3

EST P/N AA107S
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Model No:

Antenna Type:
Applications:
Frequency:
Polarization:
Impedance:

Gain:

VSWR:

Front to Back Ratio:

Horizontal Beamwidth:

Vertical Beamwidth:
Antenna Material:

Mounting Hardware:

Maximum Power Input:

Wind Survival:
Bending Moment:
Antenna Connector:
Antenna Envelope:
Weight:

Antenna Specifications

AA20Es900

Omni Directional, DC Grounded
Fixed base

902 to 928 MHz

Vertical

50 ohms

7 dBi (5dBd)

1.5:1 Typical

n/a

n/a

22 degrees @ ' power

Brass radiator, UV inhibited
fiberglass enclosed

Base to Mast, Supplied.

150 Watts

100 mph

14.2 ft-1bs. @ 100 mph

TNC-R Male with 36in. pig-tail.
48 in. L x 1-5/16 in. Dia.

1.75 lbs.

Caution

To comply with the FCC
exposure compliance
requirements, a separation
distance of at least 23 cm
must be maintained between
the antenna and all persons.

Model AA20Eg

Revised: 22 Feb 08

APX B-4

EST P/N AA107S
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Model No:

Antenna Type:
Applications:
Frequency:
Polarization:
Impedance:

Gain:

VSWR:

Front to Back Ratio:

Horizontal Beamwidth:

Vertical Beamwidth:

Antenna Material:
Mounting Hardware:

Antenna Connector:

Maximum Power Input:

Antenna Envelope:
Windload (RWV):
Wind Surface Area:
Weight:

Antenna Specifications

AA203Es900
Directional, DC grounded

Caution

To comply with the FCC
exposure compliance
requirements, a separation
distance of at least 23 cm
must be maintained between
the antenna and all persons.

Fixed base.

902 to 928 MHz
Vertical or Horizontal
50 ohms

7 dBi (5 dBd)

< 1.5:1 Nominal

>16 dB

130 degrees @ Y2 power
70 degrees @ Y2 power
Aluminum

Heavy duty U bolts for mounting up to 2.0 in. pipe
(included).

TNC-R Male with 2 ft. pigtail with ESTeem
weatherproof boot.

50 Watts

1.1 ft. length by 6 in. width

150 mph

A1 ft2

1 Ibs.

Model AA203Eg

Revised: 22 Feb 08

APX B-5 EST P/N AA107S
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ETHERNET INTERFACE

The ESTeem Model 195Es’s Ethernet Port is a Fdllialf-Duplex Auto-negotiation interface supportimgth 10 Mbps and 100
Mbps (10/100BaseT). The Ethernet port is complidtit IEEE 802.3af Power Over Ethernet (PoE) tovjate both data and
power over the same CAT-5E grade Ethernet cabife pbrt is compatible with TIA/EIA-568B cable capdration (Figure 1).

Ethernel RAS-232 Ethernet
10/100 Program Port 10/100

195E Series

-~

Status ®

RJ45 Wire Color Wire Diagram 10Base-T Signal RJ45 Wire Color Wire Diagram 10Base.T Signal
Pin No. 100Base-TX Signal Pin No. 100Base-TX Signal
1 White/Orange E—77] Transmit + 1 White/Orang e | v — i | Transmit +
2 Orange | Transmit - 2 Orange /) Transmit -
3 White/Green (v — | Receive + 3 White/Green i — | Receive +
4 Blus ——— Unused 4 Blue N + Power
| White/Blus (v a— Unused 5 White/Blue @ + Power
B Green | | Receive - B Green || Receive -
7 White/Brown Fr e | Unused 7 White/Brown = - Power
g Brown ] Unused 8 Brown I — - Power

Figure 1: Ethernet Pin Layout

A second Ethernet port will be included if the gkaption is added to the 195Es. This second E#tgrort can be used in Bridge
Mode (HUB) or as a router.

Revised: 8 Feb 08 APX C-1 EST P/N AA107S
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CONFIGURING DHCP SERVER

The ESTeem 195Es Ethernet port supports both @mhserver Dynamic Host Configuration Protocol @R). Figure 2 shows
the DHCP host configuration screen that will bevand@ DHCP server is selected in the setup scre&mser the values that match
the DHCP configuration for your network.

III EST195E Web Configuration Manager m

Top. [Status [Log] servp
Setup

This paga configures a DHCP senveran the brd interface

The following fields are the configuration parameatars that the DHCEP server will refurn to OHCP chents.

Selected Mode of Operation: AP Bridge
DHCP Services: Server
DHCP interface: br0

Enter the local domain name for the network Help
Enter the IP address of the device on vour network Ii

running as the primary DI server

Enter the IP address of the device on your network '7

runming as the secondary DS server
Enter the network netmask |255.255.0.0

Enter the broadcast IP address for the networle |172.16.255.255

Enter the starting IP address for the lease block of TP
172.18.01
addresses

Enter the ending IP address for the lease block of IP 'W
addresses
Enter the TP address for the default gateway [17216.8183
Enter the tine period (in seconds) at which the DHCPE IED—

server will write out leases file

Enter the tune penod (n seconds) that a lease will be I‘GEDD—

issued

Previous | MI
Figure 2: DHCP Server Configuration

Revised: 8 Feb 08 APX C-2 EST P/N AA107S



INTERFACE PORTS

RS-232C PROGRAMMING PORT RS-232

CONFIGURATION Programming Port

RS-232
Program P~ .t

The ESTeem Model 195Es has a proprietary RS-232C
interface in a RJ-45 connector on the front pafiel.
interface the 195Es to the serial port on the cdenpu
you need ESTeem cable AA0621 that combines a ms2:2 oo
standard Ethernet patch cable to a 9-pin Femaleterda 195E Series

Ethernet
10/100

The serial port on the ESTeem Model 192E can b usi
to access the configuration menu in the ESTeem for |
system and network configuration. The ESTeem < —— e
communications port operates at 38,400 bps, NdyP8ari Model 195Es Serial Port Interface
Data Bits and 1 Stop Bit (38,400,N,8,1). Configuoer

terminal program to match these settings.

RS-232 PROGRAMMING PORT PIN-OUT TABLE

" 3445 .
ESTeem Model AA0621 A \ // 7
RS-232C Port Pin-Out Table SO 8
RJ-45 Function DB-9
Pin No. Pin No. o
4 Signal Ground (GND) 5
5 Receive Data (RxD) 2
6 Transmit Data (TxD) 3 Ethernet Pin-out

RS-232C DATA PORT CONFIGURATION
S-232
The ESTeem Model 195Es has an RS-232C interfage in DF;ta Port
RJ-45 connector on the front panel that can balladtas
an option . To interface the 195Es to the seodl pn the
computer, you need serial cable with the followpigrout:

Ethernet RS-232 Ethernet

ESTeem Model AAOG21 e R B W
RS-232C Port Pin-Out Table T -

Status ®

Reset

RJ-45 Function DB-9 ‘ A T
Pin No. Pin No.

L Data Set Ready (DSR) 6 M odel 195Es Serial Data Port Interface

Data Carrier Detect (DCD)

Data Terminal Ready (DTR

Signal Ground (GND)

Receive Data (RxD)

Transmit Data (TxD)

Clear to Sent (CTS)

(N[N
~N|[o(wIN[O &~

Request to Sent (RTS)

Revised: 8 Feb 08 APX C-3 EST P/N AA107S



RADIO CONFIGURATION

195Es FREQUENCY OF OPERATION

The ESTeem 195Es operates in the unlicensed 902-92
MHz frequency band using frequency hopping spread
spectrum (FHSS) modulation to transfer data.
Frequency Hopping Spread Spectrum is easiestrik thi
of as a narrow-band radio with a frequency-agile
design that permits fast movement or “hopping’ng a
channel within the total allocated spectrum. The Frequency

Signal Strength®

carrier frequency hops from channel to channebines Data "‘ Data
pre-arranged sequence (Figure 2). The receiver is ata Bit Hopping
programmed to hop in sequence with the transmifter. Data
one channel is jammed, the data is simply retretesni Frequency Frequency
i Hop code Hopping Hopping Hop code
when the transmitter hops to a clear channel. generator ; . generator
Synthesizer Synthesizer
| | | |
[ Transmitter ‘ ! Receiver ‘

Setting 195Es Frequency Hopping Pattern

Figure 1: Frequency Hopping Diagram
The frequency hopping pattern in the 195Es is
determined by the Service Set Identification (SSl&lye entered during the configuration of the@adhll ESTeem 195Es
wireless modems have to have ident®88ID’s configured to communicate. The SSID caamecombination of numbers and
letters is case sensitive.

To operate two ESTeem 195Es networks in the sagaevéthout interference, you can simply changestaib for each network.
In addition, if you are experiencing excessiveaadierference, changing the SSID may improve conication.

Timing Master

Timing
Every ESTeem 195Es network must start with conifigur Master
a frequency hopping “Timing Master”. This Timing

Master is the 195Es in the network wherdraljuency

) - Repeater 1 Repeater 3
hopping synchronization (sync) beacons are gernkteate (Tier 1) (Tier 1)
sent to the other remote 195Es radios in the n&twor

(Figure 2). Every 195Es receives the sync beaitbare

directly from the Timing Master or from its Upstnea

Timing Master (covered below). The Timing Master i

best located at the Master Radio site for the diveeawvork Repeater 4

(Tier 2)

The purpose of the Timing Master is to guarantatdth Repeater 2
ESTeem 195Es wireless modems in the same netwark ¢ (Tier 1)
using the correct hopping pattern at the corre® ti If the

- ) ) . n '
Timing Master in the network is removed, all remgites b

e . Repeater 5

will fail to communicate. (Tier 2)
. I . ‘Y Repeater 6

Caution: There can only be one Timing Master in any (Tier 3)

ESTeem 195Es network. If morethan one Timing

Master is configured in a single network, erratic

S . Figure 2: Upstream Timing Masters
communication will occur.

Revised: 8 Feb 08 APX D-1 EST P/N AA107S
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Upstream Timing M aster

When a repeater site does not receive the frequenying sync beacon directly from the Timing Madiar example Repeater
Tiers 2 and 3 in Figure 2, the ESTeem 195Es wikire its timing signal from the 195Es in the poex connection Tier.

Using Figure 2 as an example, repeater sites % avillireceive their frequency hopping sync beaftom repeater 3 in Repeater
Tier 1. Repeater 3 will be their “Upstream TimMaster”. In the same way, Repeater 6 will recévérequency hopping sync
beacon from repeater 4 in Repeater Tier 2.

SETTING RF POWER LEVEL
The ESTeem Model 195Es peak power is adjustaldatput power from 125mW to 1 Watt. The output poisedjusted on the

Advanced Menu>Wireless LAN Settings>W/Ian0 Device screen (Figure 3) of the Web Configuration Manadgzlect the value
and press th8ave Settings button.

Max (Maximum) 1 Watt

Hi (High) =500 mw
Lo (Low) =250 mw
Min (Minimum) =125 mw

ESTeem Web Configuration Manager m
Wireloss Modems |
'Advznde — Py e ] o

Advanced

Modification of any setting in this section should only be completed if specifically noted in the documentation or
requested by ESTeem technical support Adjustment of any variable in the advanced configuration may resultin
product inoperability.

The Advancedfeature provides access to the configuration variables without the Quick Setup
navigation using the Setuptab. Thisfeatureisiniendedior experienced users who know the
interdependencies between the configuration variables. The variables have been grouped by
calegories. Selectfroma category below.

To permanently commit all of your changes and reboot the system, click on the
"Commitand Reboot"button below

Once the changes have been permanently saved, the system will reboot with the new settingsin
effect

Global Sertings:
GlobalVariables ®
Iptables Setup ©

Set System Time ©
Wireless LAN Settings:
all wireless LAN devices ©
wian0device ©

Vendor Specified Wireless LAN Settings:
wian0 device ©

Network Settings:

wianl device ©
ethldevice ©

brl device ©
StaticIProutes ©

Bridge Settings:

Bridge Variables ©

Figure 3: Advanced Global Variables

wlan0_POWER_LEVEL 1fax & Select power leve! far wian( alffenuator
High ©
Low ©
Win
wilan0 Radio On _cﬂ Turn fransmifter an canfinuoushy. The device will

automaticalty reboot after the transmitier has heen
on for 10 seconds.

Return to Advanced | Save Seffings

Figure 4: Power Level Settings

Revised: 8 Feb 08 APX D-2 EST P/N AA107S



SECURITY

OVERVIEW

The security for the ESTeem Model 195Es, like afivork security, must be multi-layered. One ledfedecurity is never enough
to make sure that data does not end up in the wrands. Please review the following security leeeld decide what is the most
appropriate for your network.

PROPRIETARY COMMUNICATION

The ESTeem Model 195Es operates in the unlicer@@d/z frequency band. This frequency band doésamply with any
“open” standards and no other manufacturer of eéshardware can access the ESTeem network whenlgiidging between
Ethernet networks or being used as a mobile cli€hts proprietary communication layer, in combioatwith the other security
settings listed below, allow you as the user teatejvireless clients into the network if so desired

The security level of the bridge communication limkonfigurable for 64-Bit WEP, 128-Bit WEP, TK#nd CCMP and is
completely independent of the client access lewahy other communication link level. For example ESTeem Model 195Es
can be configured for WPA Enterprise for clientleaccess, communicate to another ESTeem Modelsl9&iRg a TKIP bridge
link.

CCMP (AES)

AES-CCMP (Advanced Encryption Standard-Counter MBBE-MAC Protocol) is the encryption algorithm usedhe IEEE
802.11i and WPA-2 security protocols. This nati@meryption standard uses a 128 bit-AES blockaigimd CCMP technique to
ensure the highest level of security and integnitgilable on a wireless network. AES-CCMP incogpes two sophisticated
cryptographic techniques (counter mode and CBC-Ma ) adapts them to Ethernet frames to provideastsecurity protocol
between the mobile client and the access pointS #delf is a very strong cipher, but counter mogées it difficult for an
eavesdropper to spot patterns, and the CBC-MACagesstegrity method ensures that messages habeaotampered with.
The ESTeem 195Es is compatible as either an A¢giasor mobile client using WPA2 security systems

Wi-Fi Protected Access 2 with Preshared Key (WPA2 PSK)

WPA2 PSK uses a common passphrase (preshareddtasddm the Access Point (AP) and the client torbagiecure
communication session. This passphrase musttbeedrexactly the same in both the Access Pointtendlient. This passphrase
is used to authenticate communication session leetite AP and client to begin the secure wirelessarking session.

Wi-Fi Protected Access 2 with Enterprise Server (WPA2 Enterprise)

Like WPA2 PSK, WPA2 Enterprise verifies the autieityt of the Access Point and client, but uses @2 8x backend
authentication server handling the authenticateeision. The most commonly type of authenticaserver is a RADIUS server.
The ESTeem Model 195Es can be configured to opefitttean established RADIUS server on the network.

In an ESTeem 195Es wireless network, WPA2 is skt relationship between an ESTeem 195Es cordin a Station
mode (Etherstation, Station Router or Station Masgge) and an ESTeem 195Es configured in an A€mssmode (AP Bridge,
AP Router or AP Masquerade). The scope of WPA2rgrise is limited in use to this mobile client igaration only. The
security level on the Bridging layer is configuisparately.

Revised: 11 Dec 08 APX E-1 EST P/N AA107S



SECURITY

WPA

Wi-Fi Protected Accesswith Preshared Key (WPA PSK)

WPA, which uses 802.1x, was introduced in 2003rjorove on the authentication and encryption feataf&VEP. All

authentication is handled within this access piévice. WPA has two significant advantages over WEP

1. An encryption key differing in every packet. The IPKTemporal Key Integrity Protocol) mechanism sisaa starting key
between devices. Each device then changes theyption key for every packet. It is extremely diffit for hackers to read
messages even if they have intercepted the data.

2. Certificate Authentication (CA) can be used, blagka hacker posing as a valid user.

Wi-Fi Protected Accesswith Enterprise Server (WPA Enterprise)

Like WPA PSK, WPA Enterprise verifies the authdttiof the Access Point and client, but uses anB0Backend authentication
server handling the authentication decision. Thetmommonly type of authentication server is a RABkerver. The ESTeem
Model 195Es can be configured to operate with gabéished RADIUS server on the network.

WPA is server/client relationship from a softwareer on a computer’s wireless LAN (WLAN) card to Access Point. The
scope of WPA is limited in use to this configuratinly. The ESTeem Model 195Es can support WP &ffrise and PSK as an
Access Point, but the level of security on the &irid layer is configured separately.

In an ESTeem 195Es wireless network, WPA is serlemt relationship between an ESTeem 195Es camifjin a Station mode
(Etherstation, Station Router or Station Masquéradd an ESTeem 195Es configured in an Access Roide (AP Bridge, AP
Router or AP Masquerade). The scope of WPA PSKEmterprise is limited in use to this mobile clieonfiguration only. The
security level on the Bridging layer is configuisparately.

128-BIT WEP

The 128 WEP uses a particular algorithm called B@%yption to encode and decode traffic that iethas a 104-bit encryption
key and a 24-bit Initialization Vector (IV). RG#arts with a relatively short encryption key (1) that is expanded into a
nearly infinite stream of keys to accompany thesstr of packets.

The basic concept of RC4 is good, but the wayritffslemented in WEP leaves it open to compromidee rEsearchers that test
the integrity of the system usually focus on oreegiof the implementation, the Initialization Veqi).

The IV (24 bits) is the algorithm component thatpposed to keep expanded keys from repeatingn f®@researcher’s point of
view, a high-volume access point is mathematiailgranteed to reuse the same key stream at lesshatay. When this
happens, it's called an IV collision this become®ft spot to enter the system.

The researchers aren’t saying that it's easy takorgo the system, or that it's being done ongallag basis, only that it is possible
and that administrators should consider ways taaedthe possibility.

MASQUERADE MODES

The ESTeem Model 195Es functions as a network &ilemhen configured in either the Access Point M&sgde or Client
Masquerade modes. If access to the wired netwdHeigreatest concern, place the ESTeem in thgudesde mode and the
wireless network will be completely isolated frdme wired Ethernet network.

Revised: 11 Dec 08 APX E-2 EST P/N AA107S
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INCREASING NETWORK SECURITY

The following are a few suggestions to help imprihesoverall security of your wireless network:

1.

Enable the security. If you research all of th&lkes regarding hackers, they have gotten intaiies’s network due to the
security not being enabled.

Make sure the keys are not reused in your comsamyg reuse increases the statistical likelihoatighmeone can figure the
key out and change the default password on yowsaqmoint or wireless router

Many access points allow you to control accesschanghe MAC address of the NIC attempting to asseavith it. If the
MAC address of your NIC isn't in the table of tlee@ss point, you won't associate with it. And whitetrue that there are
ways of spoofing a MAC address that's been snitedf the air, it takes an additional level of kigfication to spoof a MAC
address. The downside of deploying MAC addresgsablthat if you have a lot of access points, tagiimg the tables in
each access point could be time consuming. Sorherhend, enterprise-level access points have mischsufor updating
these tables across multiple access points oftine srand.

If you're deploying a wireless router, think abassigning static IP addresses for your wirelesssii@l turn off Dynamic
Host Configuration Protocol (DHCP). If you'rengia wireless router and have decided to turn BED, also consider
changing the IP subnet. Many wireless routers didfathe 192.168.1.0 network and use 192.168 4 thedefault router.

Only purchase wireless devices that have flasHabievare. There are a number of security enhancesrikat are being
developed, and you want to be sure that you caradpg/our access point.

A simple security technique used by the militartoifiave the administrator periodically changekéinefor the system i.e.
weekly, monthly, etc.
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TROUBLESHOOTING

TESTING COMMUNICATION LINK

After you have configured at least two of the Moti@bEs wireless Ethernet modems for operationcgouwerify communication
with each the following steps:

. Status LED
StatusLight Solid Red on Link

The quickest source of link status is to view tke$ Light
on the face of the 195Es (Figure 1). If the Sthdis is solid

on any other 195Es except the Timing Master, theélo ey E e Pemmeon ST
195Es has a connection to another Model 195E8 listthe : s :l o
Peer Table. On the Timing Master the status lighbe e :

illuminated at all times.

Status Screen/Peer Table
To view detailed information on the status of tbenmunication link (such as connection speed, siginahgth and last update

time) you can open the Status Screen from the \Webfdce. After press the Status tab at the tdpeo$creen the Status:
Summary will be displayed showing the status opatts and memory in the 195Es (Figure 2).

ESTeem Web Configuration Manager m
Wireless Modems

Status: Summary

This is a summary of the status of the overall system. Most of the source data for this display is
also accessible through the "System Details" of the "Log" tab.

System Mode: AP Bridge
Current System Time: Mon, 11 Feb 2008 17:13:16
System Temperature: 37 C, 98 F
Up Time: 2 days. 16:35:07

CPU Usermode(%a): 26

CPU Kernelmode(%). 36

CPU Idle(%a): 38

CPU Interrupts per Second: 136
Pageable Memory Total: 14404

Pageable Memory Used: 7708
Pageable Memory Free: 6696

Number of Processes: 26

View Peer Table
View Global Counter Details
View RF Channel Details

SSID (hex): 45-53:54:20:65:65:6d

SSID (text): EST eem

MAC Address: 00:04:3F-:00:26:CA
Wireless Repeater Enabled: true
Associated Stations: 1
Figure 2: Peer Summary Table
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TROUBLESHOOTING

Under the Wireless Status heading click on the \ieer Tablend the Peer Table Screen will be displayed (Eigr

III EST195E Web Configuration Manager m

Wireleas Modems

Status: Peer Table

Thiz page is a summany view of the peer tabie for WLAN devics wian0. Click an & given MAC
address for more details about that peer.

Retumn to Status Summary Page  OPPOSite Modem's Wireless MAC

Associated Stations . .
Receive Signal Strength (dBm)
| Mone /
Last Packet Received
Eepeater Peers
; Lasthx
MAC Addr Signal (sec@lebps) Ilodem ID
00:04:3£:00:09:66 =36 0@11000Remote «—Peer Modem ID
Access Ponts
; LastR= |
MAC Addr Signal (ec@ichte) Enc |SSID
e 2 G Other Access Points
-
00:02:2d:35:7d:d3 -89 B@2000 ¥
00:04:3£:00:09:66 -36)  0@11000] v |[ESTeem

Figure 3: Repeater Peer Table

Repeater PeersThe Peer Table will display all connected 196&sfigured to repeat to this ESTeem by their WagI@VLAN)
MAC address.

Received Signal StrengthThis is the first of the two numbers listedhie block. This signal strength value is listedBm.

Last RX— This is the time of the last received data pack¢hen monitoring the status menu, it is impdrtamote the time the
last transmission was updated so you are not Igaiifistale” data.

Current Data Rate This is the current speed the last data paekeived by the Model 195Es. Note that the spekistesl in
kbps.

Modem ID- This is Modem ID for the opposite repeater peer.
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Peer Table Details

To further analyze a repeater peer link, pressyperlink for any WLAN MAC address listed in theoeater peer summary
(Figure 3) and the Peer Info screen will be dispibfFigure 4). Detailed information on the CounBtatistics, Link Encryption,
Beacon and Probes can found by selecting the ridspagperlink.

ESTeem Web Configuration Manager

Wireless Modems

Status: Peer Info Summary

This page is a summary view of a given WLAN peer. Click on the links below for more details
about this peer.

Return to Peer Table Page

View Peer Counters

View Peer Statistics

View Peer Crvpto Information
View Peer Last Beacon

View Peer Last Probe Response
View Peer Rf Details

Figure 4: Repeater Peer Table

Receive Signal Strength vs. Noise Meter

The View RF Details screen will show the SignaNtmise Ratio (SNR) for each channel used in the®®MHz frequency band
(Figure 5). If the noise (shown in Red) is gre#ttan the received signal (shown in Green) yourveidd to increase the Fade
Margin on the RF link for optimal operation.

Status: Peer Rf Details

This page shows the if details for a given WLAN peer.

Return to Peer Info Page

RfGraph for Peer 0o:04:2£: 00:26: 20

902 904 906 908 910 912 914 916 918 920 922 924 926
Frequency (MHz)

Figure 5: RF Detail Screen
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TROUBLESHOOTING

The greater amount of signal the ESTeem 195Esve=cabove the noise, the more reliable the commtioitlink. The
following chart displays the maximum noise value #95Es can sustain at various receive signalddefbre unreliable operation
is experienced:

Receive Signal Maximum Noise L evel
-100dBm -114dBm
-90dBm -97.5dBm
-80dBm -89.5dBm
-70dBm -76dBm
-60dBm -67dBm
-50dBm -55dBm
-40dBm -46dBm

TROUBLESHOOTING TIPS
General (Applicableto All M odes of Operation)

Where do | find the latest firmware version numbek®e have the latest version number of the ModgEsSirmware listed on
the ESTeem Web sitewvw.esteem.cojrunder the Model 195Es product page.

How and when do | update the Model 195Es firmwar&®u should only update the Model 195Es firmwiég@u are having a
specific problem and it is recommended that yosalby ESTeem Customer Support personnel. All pickate instructions and
files are located on the ESTeem FTP site at thewilg address:

ftp://mww.esteem.com/195Es

Do all firmware versions have to be the same toroonicate between the Model 195EsR is not necessary for all the firmware
versions to be the same revision to communicaliohthe later version may have added featuredtibaither versions will not
recognize.

What characters are valid for WEP Key efitryOnly the Hexadecimal characters 0-9 and AeRvalid for key entry.

What ESTeem Utility version is required to progridue Model 195Es? The ESTeem Utility program is not required togram
the Model 195Es. The 195Es can be programmed asynderminal Emulation program (such as Windowpéfyerminal) and
any web browser program.

What is the speed and duplex configuration on tbe@195Es- The Model 195Es is an auto-negotiation fullAskiplex 10/100
Base-T interface. Ether a cross-over or patchedatsupported.

Access Point Repeater M ode
If | am unable to communicate with any of the reemgites, what is the most common caus&he most common cause a

communication problems with the 195Es is that tB#Svas entered incorrectly for the radio netwofke 195Es uses the SSID
to set the frequency hopping pattern and it mushésame on all modems.

How long does it take to re-establish the Wirelesernet Network? If a communication link is lost and the Wiredddetwork
needs to re-establish the repeater routes, theciméake up to 30 seconds.

Should the AP Repeater Mode be used on mobile emunt? - The AP Repeater mode should be used on equipnantithnot
change the Repeater Route as it moves. For exaipl@obile device such as a crane can commundiegctly to another
ESTeem and will not loose the link in its travak tAP Repeater Mode could be used. If the deegaires two ESTeem Model
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195Es’s (Base and Repeater) to maintain commuoitatross its complete travel, the Station Modesldhe used on the
mobile device. The problem will be in the timetttiee mobile ESTeem will take to transfer betwéentivo sites. In Access Point
Repeater mode the transfer can take up to 30 sgcahde the EtherStation mode will transfer withaypacket loss.

Does WEP have to be usedThe WEP does not have to be enabled for the metke communicate, but all modems must be
configured the same way.

Correct configuration, but cannot establish comeafiitns— In addition to the network configuration, all5Es modems
configured in the AP mode must share the same &68dbe on the same frequency channel. The mest tluse of the error is
the WLAN MAC address is not configuredhbinth 195Es’s repeater tables. If only one side is goméid, everything will appear
to be correct but no communication will function.

Ether Station

How do | access the Model 195Es web page in Ethtto§tMode? The Model 195Es does not have an active web lerowisen
configured in EtherStation mode. You must acdes&STeem with the ESTeem Discovery Program ougréhe RS-232 port
after configuration in this mode. To monitor thrklstatus, you can use the EtherStation Statugrgma

What IP address do | configure the ESTeem in Ethgéd® mod@ — The Model 192E will not have an IP addressiheiStation
mode.

| can not link my device into the wireless netwerkerify that the MAC address of the devicexactly the same as configured in
the Model 195Es. The MAC address must have cdietseen the values.

Can | connect my Model 195Es in EtherStation modeHHUB or Ethernet Switch? No. The modem must be connected directly
to the Ethernet device for which it is programméuEtherStation mode the Model 195Es can onlyisef®NE Ethernet device.
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APPENDIX G
UTILITIES & FEATURES

ESTEEM DISCOVERY UTILITY

The ESTeem Discovery Utility will allow you to
configure the IP address on the Model 195Es tolmatc i i gh g
your network regardless of its current IP subriétis i D b e e e Be) | Coneil | Heme

utility will also allow you to update the softwarethe e .
195Es and open the web configuration for that es®| EigemHome:age i

modem ESTeem Wireless Modems

manufacturers the complete line of

ESTeem(TM) wireless products. The

ESTeem Wireless Modems are i -
H available in High Speed Wireless FOCHSE FSTOTHE V.

I naaj I aIIOI’l Ethernet, Licensed Narrow Band ﬂUTUmn"On mm“

Serial, and Unlicensed Spread

Spectr the VHF and UHF radi

cé’;mim[:;uu: bandin e ESTeem Wireless Modems Debuts L atest

Industrial Wireless Products >>

To install the Discovery Utility on your computer,

The industry leader and patent holder on the wireless modem for over 20 years,

|nsert|ng the Resource DlSk n your CD dr|ve EST has been providing the industrial control, public safety, and federal markets
with proven and reliable wireless solutions. With our latest advancements to the Automation Fair 2007, Chicago, IL — November
ESTeem Wireless Ethernet line such as the Model 195Eg, the first 802.11g 14, 2007 — Eleclronic Systems Technology, Inc
Wireless Ethernet radio built for the rigors of industrial use, we will again setthe (EST) (OTC: ELST), dba ESTeem Wireless
Note: The ESTeem Resource Disk is stand-alone aafpy | st in e wreiess ndustry i e el
the ESTeem Web site (Figure 1). Navigation of the Figure 1: ESTeem Resource Main Page

Resource Disk is as simple as using your web browgd technical documentation, User's Manuals aritde ESTeem Utility
Program is available on the disk.

1. Place the ESTeem Utility CD in your CD-ROM drivEhe CD will auto load the ESTeem main page

Note: If the page does not auto load, open your vilebwser and set your address line to D:\index.htfwhere D: is the
drive letter for your CD-ROM drive).

2. From the Main Page select ESTeem Utilitiesl click on ESTeem Discovery UtilifiFigure 2).

Note: This program is saved in a compressed filariat. Microsoft Windows XP® will open the file dictly, but other
operating systems will require a common compresgioogram such as WinZip available for download at
http://www.winzip.com

Wireless Modems T /
@

About Us Hews Products Support Engineering Senvices Espaiiol Contact Us Home

ESTeem Utility Programs

ESTeem Technical Support The following links require a Usemame and Password to download the Utilities. If you complete the

registration form, a Username and Passwaord will be sentto you the next business day or for iImmediate
access, please contact Customer Support at 509-735-0092 (BAM-5PM PST Monday-Friday)

Each ESTeem Utility Program is in a compressed ZIP file. When asked to Open the File or Save to Disk,
seleclt Save to Disk. Place the file in its own directory on your hard drive, open the Zip file and run the

executable program

Search: |__

= Discovery Utility
Adobe
AT

The Discovery Utility will display all ESTeem 195Eqg radio modems connected to the computer's Ethernet

. ] ESTeem Utility Features (Utilities)

|

connection regardless of their current IP address. This utility will allow modification of the modem's IP
address to the network of the computer for further configuration through a Web browser.

ESTeem Models 195Eq, 195Ep and 195Es

NOTE: Firmwars version 2027 Build: 42 ar g
Discovery Program, remave the alder utility wi
utility.

f installing an updated version of the
Remave Pragrams arior to installing the new

« ESTeem Discovery Utility Version 1.1.0.230) (Autherized Users)

Figure 2: Discovery Utility Download
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3. Double click on the 195EdiscoverySetup.exe fileetisn the window to install the program.

4. Connect the Model 195Es to your computer eithexctlito the Ethernet card or through a HUB/Switéhgia CAT-5e
Ethernet cable. The Ethernet port on the 195E3mtgAuto-Negotiation so either a patch cablerossover cable will
work. Open the ESTeem Discovery Program and phesBiscover Modemisutton. The Model 195Es will be displayed in
the program by the Ethernet MAC address and CulireAtldress (Figure 3).

7 195E Discovery 2.1.1.28

Dizcover Modems I Fournd 1 modems
MAL Address | IP Address | ssip | Mods | Modem ID | Wersion | Model |
00 04: 3 00:08: 54 172168149 ESTeem AP Bridge 28102 195Eq
Rea-a'y

Figure 3: Discovery Program Main Pag”é

Note: The SID, Mode of Operation and Modem ID will be adjusted through the web configuration manager-..

5. Double-click on the 195Es you want to program dnadConfigure |P Address window will be displayed (Figure 4). Enter an
IP address and Subnet Mask for the 195Es that emtaiur network subnet and press_thelidikon to save this to the
ESTeem. You will receive notification that the Ggnfation was Successful and the 195Es will reb&vbceed to ESTeem
Setup in Chapter 4.

Discover Modems Configure IP Address [E

MAL Address | IP Address | | Modem 1D | Wersion | Model |
00:04: 3F-00: 0B:54 17216.8.143 f Fadies 215, 813 028102 195Eg
Subhet Mask: 255,285, 0.0
Default G ateway: 172161 . B

Cancel J
Ready

Figure 4: Change IP Address WindoW
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Firmware Updates

To update firmware on any ESTeem Model 195 thsitdgsvn on the Discovery program, “right-mouse” clickthe 195's MAC
address and selddpdate from the menu (Figure 50Once you locate the update file, select@pen button and the 195 will
update, validate and then reboot with the updapetating system.

F* 195E Discovery 2.1.1.28

Dizcover Modems Found 13 modems

MAC Addies | IP &ddress | s8I0 | Mode | Modem |0 | Yersion | Modsl &
; 172.16.38.104 ESTeem AirScope(tm] 3026170 195Ep
eng-throwng AP Router 195Ep
0 1B ] AF Brdge : 2
0004: 3F-00 172.16.33.1{ Corfigure [P Address | Station Router 26183 19%Ep
00:04: 3F:00,2C:6D 17z1601 AP Bridge 400.3.42
0:04: 3F:00:0B: 54 17216.8140  ©Open Browser AP Bridge a0z.8.102 138Eg
0004 3F:00:0%:DC 1721658150 ESTEemEst AP Bridge 02,8102 135Eg
MN-Nd. A0 0N 4 C.20 A734AC 241797 PERTp | S | Chmbimun O m b N O 10FC~
< | @
Ready

Figure 5: Discovery Features Menu

Opening Web Browser

To quickly open a web browser page to the IP addyasgrammed in the 195 modem, “right-mouse” atinkhe 195’'s MAC
address and sele@ipen Browser from the menu (Figure 5)f your computer is configured for the same IBrmt at the ESTeem
195 wireless modem, you will be asked to sign iththe Username and Password (Figure 6) and yoheggin programming the
Model 195 for your application.

Enter Network Password ] 2 x]

gf} Fleaze type vour uszer name and pazssword,
Site: 172.16.48.209

Realm cai-bin

Lzer Mame |admin

Pazzward I’"““"‘

[~ Save this password in vour password list

0K I Canecel

Figure 6: ESTeem Web Page Log-on Screen

Revised: 11 Dec 08 APX G-3 EST P/N AA107S



UTILITIES & FEATURES

ETHERSTATION STATUS PROGRAM

When configured for EtherStation mode, the Web ©ardition Manger is turned off. To gather inforimoatfrom the 195Es on
Access Point, link status and received signal gtheyou will need to install the ESTeem 195E Stéttilty. The EtherStation

Status Utility version 2.0.0.0 or greater providasew feature where it will automatically progrdma tonnected ESTeem 195Es to

match up with the computer running the softwarhis Boftware requires that the ESTeem 195Es hagasefversion 302.8.102
or greater installed for this feature to function.

This software program is found on the AA109 Resesiidisk or available from the ESTeem web site.in§tall the utility, please
complete the following:

Installation

The ESTeem Discovery Utility will allow you to cagdire the IP address on the Model 195Es to matahmyetwork. Install the
Discovery Utility on your computer by inserting tResource Disk in your CD drive.

Note: The ESTeem Resource Disk is stand-alone aafifiie ESTeem Web site (Figure 1). Navigation ko tResource Disk is as
simple as using your web browser. All technicatdmentation, User's Manuals and the ESTeem UtilRyogram is available on
the disk.

1. Place the ESTeem Utility CD in your CD-ROM drivEhe CD will auto load the ESTeem main page

Note: If the page does not auto load, open your virbwser and set your address line to D:\index.htfWhere D: is the
drive letter for your CD-ROM drive).

2. From the Main Page select ESTeem Utilisl click on EtherStation Status Utility

Note: This program is saved in a compressed fileriat. Microsoft Windows XP® will open the file dictly, but other
operating systems will require a common compresgiogram such as WinZip available for download at
http://www.winzip.com

3. Double click on the 195EStatusSetup.exe file ligtettie window to install the program.

4. Connect the Model 195Es to your computer eithetlito
the Ethernet card or through a HUB/Switch usingh\d C
5e Ethernet cable. The Ethernet port on the 195Es
supports Auto-Negotiation so either a patch cable o
crossover cable will work. Open the ESTeem Status
Program and a status icons will appear in youegystay
(Figure 9). When the status menu is opened frem th

£ 195E Status 1.0.5.4

Gzzociated To; IFI emate

system tray, the status window will be displayeidFe 7) it (8 31 dBm

to show the Access Point MAC address and signal ignal Strengiy: || PR

strength. The tray icon and Signal Strength bir wi -100 dBm 0 dBim
display the colors from Green, Yellow to Red on _

progressively poorer signal or will show Grey ining. i %EQ} ! ?3 a ?h; 256 PM

Figure 7: EtherStation Status Program
Note: This Utility will only operate with an ESTeem Model 195Esin Ether Station mode.
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SETTING LOCAL TIME

The ESTeem Model 195Es will be shipped from théofgawith the internal real-time clock set to Pecifime. To change the
clock settings to the local time for accurate litgdntries:

1. SelectAdvanced from the top Menu theWireless L AN Settings>wlan0 device and press thiext button (Figure 8).

2. SelectGlobal Settings>Set System Time from the menu and press tRext button to continue.

ESTeem Web Configuration Manager

o
Wirsloss Modems III

Advanced

Modification of anv setting in this section should only be completed if specifically noted in the documentation or
requested by ESTeem technical support Adjustment of any variable in the advanced configuration may resultin
product inoperability.

The Advanced fealure provides access tothe configuration variables without the Quick Sefup
navigation using the Selupiab. This feature isintendedTor experienced users who knowthe
interdependencies between the configuration variables. The variabies have been grouped by
categories. Selectfroma category below.

To permanently commit ali of your changes and reboot the system, click on the
"Commit and Reboot” button below.

Once the changes have been permanently saved, the system will rebootwith the new seftingsin
effect

Global Sertings:
Global Variables @&
Iptables Setup ©

Set System Time O
‘Wireless LAN Settings:
all wirelessLAN devices O
wian0 device ©

Vendor Specified Wireless LAN Settings:
wian0 device ©

Networl Settings:

wian0 device ©
ethdevice ©

br0 device ©

Static TP routes ©

Bridge Settings:

Bridge Variables ©

Commit and Reboot

Figure 8: Advanced Features Screen

3. Select the correct date and time from the drop-dmenus (Figure 9) and press et System Time button to save the
time to the real time clock.

ESTeem Web Configuration Manager m
‘Wireless Modems |

Advanced - Set System Time

This page allows you to set the system time in the modem.

Courrent System Time: Thu, 24 Jan 2008 13:5532

Seconds |32 :‘

Year !_zmg | Enter the four digit year.
Month [ v | Select the month from the list
Day | __24: Z{ Select the day from the list
Hour |3 7__\ Select the hour from the list
Minutes |55 ; Select the minutes from the list

Select the seconds from the list

Set System Time ] [

Retumn to Advanced ]

Figure 9: Advanced Features Screen
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CONFIGURING TIME SERVER

Enabling NTP time synchronization services on tB& &m 195Es will allow to use time services frorstrgam services to keep
the time on the system accurate.

To allow time synchronization, the Model 195Es nhestonfigured with the NTP Daemon enabled an@ipeopriate IP address
of the upstream network NTP server.

1. SelectAdvanced from the menu items art@lobal Variables (Figure 10).

Wireless Modemsa

III EST195E Web Configuration Manager

Advanced

Modfication of any setting i this section should only be completed if specifically noted in the documentation or requested by ESTeem technical
support. Adjustment of any variable in the advanced configuration may result in product inoperability

The Advanced fealure provides access (o the configuralion vanables without the Quick Selup nawvigation using the Sefup
{ab. This feature Ig Infended for experienced Usera who know the Inferdspendencias balween the configuration variables.
The variablas have bean grouped by cataganiss. Selact from a catagory befow

Ta permanently commif all of vour changes and reboot the systern, click on the "Commit and Reboot” bulfon below.

Onee the changes have been permanently saved, the syslem will reboot with the new seflings in effect.

Glohal Settings:

Global Variables &
Wireless LAN Settings:
all wireless LA dewices ©
wlan0 device ©

Vendor Specified Wireless LA Settings:
wlan0 device €

Network Settings:

wlan0 device ©

ethl) device

brl device ©

Static IP routes ©

Bridge Settings:

Endge Vanables

Commit and Reboot | et

Figure 10: Advanced Settings Menu
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2. Press the next button and Figure 11 will be disgalayAt the bottom of the page are the NTP semefigurations.

3. The NTP daemon is enabled by selecting YENBP ENABLE (Figure 11). When enabled, the NTP daemon will use
time services from upstream services to keep the ¢in this system accurate.

3 ESTeem Web Configuration Manager - Mozilla Firefox

Ele Edit Miew Hstory Bookmsrks  Iools  Help
@ - - @ (0 (8 - [ reepuria72.16.46.202icar bnjansweb capadvanced. fim B B [+[ ] G 7
e TR O G G S v
single space, that will nesd fo be
configured with an [P address
IP_NAT_INSIDEDEV [0 Enter the name of a single device (2.g.
wianQ or eth0)
IP_NAT_OUTSIDEDEV eth0 Eniarthe name of a single device (8.0.
wianQ or sih0)
HTTP_ENABLE &) Ves Selact whethar you wanf {o enable the
O No HTTP sever
HTTPS_ENABLE O Yeg Selact wheiher yvou want lo enatile the
® No secure HTTP server
TELNETD_ENABLE &) Yes Selact whather yvou want fo enatis the
QO No TELNET daemon
SSHD_ENABLE & Yes Select whether vou want o enable the
O No S5H dagmon
NTP_ENABLE @& Yes Enable/Disabie the network fime protoco!
O No (NTF) dagmon. When enabled, the NTP
daamon wilf use ime services from
upstream services fo keep the time on
this system accurate
NTP_SERVICE_ENABLE & Yes Enable/Disabie NTP service. When
O No erabled (and NTF_ENABLE is trus), this
system will provide NTP service for
clienis wishing fime synchronizalion
NTP_SERVER |paolntp.org. Enferihe IP address or the host name of
the upsfream NTP server Ifyou are
directly connected o the intermet it is
sfrongly recommended thaf you enable
DNS client services (commanly enabled
by default when using DHCP service)
and use the NTP server name
"ooaknfo org® This enables a
round-robin DNS resolution that provides
Inad balancing across a very large sef of
NTP servers. For more information see
hifodwww pool nip.org.
.V
Done

Figure 11: NTP Settings

4. Next, theNTP SERVICE ENABLE should be configured to “YES,” if you want to alléhe system to provide NTP
service for clients wishing time synchronizatioig(ffe 11).

5. The final step in configuring NTP services is téeerthe IP address or the host name of the upst&eserver.
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6. Once configuration is complete, press the “RetarAdvanced” button.
III EST195E Web Configuration Manager m III
Wireless Modems

Modification of any setting in this section should only be completed if specifically noted in the documentation or recuested by ESTeem technical
support. Adustment of any vaniable i the advanced configuration may result in product inoperability.

The Advanced faature provides access fo the configuration variablas without the Quick Setup navigation using the Sefup
{ab. This feature is inlended for experienced users who know the inferdependencies between ihe configuration variables.
The variables have been grouped by categories. Seiect from a cafegory below.

To permanently commit ali of vour changes and rebooi the sysiem, click on the "Commit and Reboot” hution helow

Once the changes have been permanently savad, the system will reboof with the new seffings In effect

Global Settings:

Global Variables &
Wireless LA Settings:
all wireless LAN devices ©
wlan device ©

Vendor Specified Wireless LAIV Settings:
wlan( device

Network Settings:

wlan( device

eth0 device ©

brl device

Static IP routes

Bridge Settings:

Bridge Variables

Commit and Reboot [Next
Figure 12: Advanced Settings Menu

7. To complete the configuration, select “Commit areb8ot.” The ESTeem 195Es will now commit the cantigion
changes and reboot. (Figure 12)

VLAN OPERATION

Virtual LAN (VLAN) systems are rapidly becoming thesired configuration on larger Ethernet networkse ESTeem 195Ed
software will allow the Ethernet modems to traneptly pass the VLAN packets for these networkse TB5Ed currently can not
be used as a VLAN switch, but will pass VLAN tagdettiernet packets through the wireless bridge.
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IGMP SNOOPING

Internet Group Management Protocol (IGMP) Snoopifmvs the ESTeem 195Ed to operate more efficienthetworks with
high Multicast (UDP, etc.) traffic. IGMP Snoopingll define the destination for the Multicast tiafind send the data to the
correct wireless Ethernet modem and not the emtineork. This limiting of Multicast traffic to sp#ic destinations greatly
increases the overall network efficiency.

There are two types of Ethernet packets on a nkfwaicast and multicast. Unicast is intendecefactly one recipient (and
ignored by all others) and multicast is intendedeaeceived by multiple recipients. In a unicetvork, all Ethernet traffic is
Acknowledged and guaranteed to get to a destinafithe problem with using Multicast traffic ovewa&eless connection is that
Multicast packets do not require an Acknowledgéhenprotocol layer. If the wireless network misaefata packet on the RF
network, that Multicast data packet is lost.

Theory of Operation

There are two types of Ethernet packets on a nkfwiarcast and multicast. Unicast is intendedefactly one recipient (and
ignored by all others) and multicast is intendetléaeceived by multiple recipients. Interestediggcan listen for particular
multicast packets, but most nodes ignore it. Ihaase, the network medium is still utilized no teahow many nodes are
listening. Broadcast packets are a special tymeutticast traffic which all nodes always receivihese are of particularly useful
for global announcements (Hey, I'm Alice!) and ige(Hey, I'm Alice and I'm looking for Bob!). Merelevantly, it is how hosts
on a network find out each other's addresses, r@nabsolutely crucial to the proper functioningafetwork.

As the network grows physically, it encounters sgmaving pains. The first is more physical, relgtto the cabling limitations.
Bridges solve this problem by joining two physicatworks together so they appear to be a singje laetwork. Through use of
bridges, a network can scale to hundreds or ewmrs#inds of hosts. There is a downside, howevell W&fore the physical
limitations of bridging hit, you start to run inédficiency problems, as all traffic has to traveéswhere on the network. The raw
carrying capacity of this shared medium, oftenrrefiéto as bandwidth, is the second scaling problem

Smart bridges, or switches, help alleviate the gt problem by only passing traffic across thieldpe if the destination host was
on the other side. This greatly increases theaiypend efficiency of the network by allowing tyairs of hosts communicating
simultaneously on each side of the switched bridgely when the packet needs to go to the otherisiboth mediums utilized
simultaneously for the same packet.

Unfortunately, broadcast and multicast traffic tsyMery nature has to be always relayed acrodsritige. While the number of
network nodes may grow linearly, the multicasffitaends to grow exponentially. This isn't gefiigra problem for wired
networks, as they have a considerable amount alvtadth to spare, but wireless networks have atdestrder of magnitude less
bandwidth to begin with. If a wireless networlorgdged with a wired network, while the absolutenbvers are the same, a much
higher proportion of the wireless networks' avdéaimndwidth is used up by multicast traffic. Téffect is further magnified if
multiple wireless repeaters are in use.

The preferred way of dealing with excess multitasfic is to put the wireless network on a difiersub-network (subnet) and use
a router to join it to the wired network. This eres that only unicast traffic intended for theeléss network crosses over, as
multicast and broadcast traffic stays within itsdlosubnet. Normally this is fine, but there ames where you need multicast
traffic to span subnets. For IP traffic, this tenobviated by using a multicast-capable routerfdydegacy multicast protocols
that were not designed to be routed, another salutiust be found.

There are two primary types of communication neksarsed in wireless Ethernet systems; fixed paimsmunicating to each
other through an Ethernet Bridge and mobile devdoesmunicating to these fixed points. The fixethp&thernet bridge
communication in the 195Ed is through Repeater Réex, while the mobile communication is from Gkent modes
(EtherStation, Station Router and Station Masqurexdthe Access Points (Fixed Locations) in thevagk. Each of these
networks handles Multicast traffic differently agpkined below.
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Ethernet Bridge Mode (Repeater Peers)

When the ESTeem 195Ed is configured as a repes¢er @l multicast traffic is “wrapped” in a Uni¢disame and sent to all other
repeater peers. (Figure 13) This operation alth€ESTeem network to receive an acknowledge packkretransmit the data if
the packet is lost during transmission. This wtiemcapsulation will work regardless is the protean support IGMP or not.

Kl ESTee_m 195E
ESTeem 195E & e bectisi
AP Bridge wi Unicast RF Packet SREAELTeee
Repeater Peers | (Multicast Frame) |
Multicast Frame _ _
> ¥, “Unicast RF Packet Remote PLC
' f]” (Multicast Frame) |
o ESTeem 195E
Master PLC H AP Bridge w/
Unicast RF Packet Repeater Peers
| (Multicast Frame) |
‘ Ack
ESTeem 195E
AP Bridge w/
Repeater Peers Ethernet 110
o

ESTeem Ethernet
Bridge Link w/o
IGMP Snooping

Motor Control

Figure 13: Repeater Peer Operation
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Ethernet Bridge Mode (Repeater Peers) With IGMP Snooping

When the ESTeem 195Ed is configured as a repea¢ey IMP Snooping is enabled and the network stpp@®MP protocol,

the 195Eg will begin to identify the connected e devices using Multicast transmissions andrtepis information to the
network. As this process continues, all siteshae Multicast traffic on the wireless networklwihly send these requests to the
specific ESTeem reporting the Ethernet device sgare 14).

Ack ESTeem 195E
ESTeem 195E “ v RAP Blt'ldgll: wi
AP Bridge w/ Unicast RF Packet speaieb beets

Repeater Peers (Multicast Frame)

Multicast Frame

Remote PLC - “

" Remote PLC

=1
il

=— HE
Master PLC

ESTeem 195E

AP Bridge w/
Repeater Peers
ESTeem 193E
AP Bridge w/
Repeater Peers Ethernet 10

ESTeem Ethernet A o
Bridge Link with
IGMP Snhooping

Motor Control

Figure 14: Repeater Peer with IGMP Enabled
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Client Modes

When the ESTeem 195Ed is configured as a mobéatqlEtherStation, Station Router or Station Masape), there are two
configurations that will increase the reliabiliti/Multicast traffic. The first phase is encapsigiatof the multicast packets, as
described in the Repeater Peer, and the seco8dB ISnooping if the network will support the praibcThe encapsulation of
the Multicast packets will operate regardless eflMP support to increase the reliability.

ESTeem 195E
AP Bridge w/
Repeater Peers

Multicast Frame
—

=Ee]
Master PLC

ESTeem Ethernet
Mobile Client Links
Encapsulation Mode
w/o IGMP Snooping

ESTeem 195E
Client Mode

Ack
v

Unicast RF Packet
{Muiticast Frame)

\

" Unicast RF Packet Remote PLC

(Multicast Frame) | .,

Tra ESTeem 195E
Client Mode

Unicast RF Packet
(Multicast Frame)

n

Ack

Ethernet IO

| ﬁ =

Motor Control

ESTeem 195E
AP Bridge w/
Repeater Peers

Multicast Frame
Remote PLC

ESTeem 195E
e Client Mode

=k
Master PLC

ESTeem Ethernet

Mobile Client Links
Encapsulation Mode
with IGMP Snooping

ESTeem 195E
Client Mode

ESTeem 195E
G Client Mode

Unicast RF Packet~ P
{Multicast Frame) ﬁ

Remote PLC

™ ESTeem 195E
Client Mode

Motor Control
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Multicast Encapsulation

To enable Multicast Encapsulation, sel&divanced>Wireless L AN Settings>wlan0 device and press thBext Button (Figure
15). Select wlan0_EncapsulateMulitcast to eithaltigbst (for all Multicast including Broadcast) Broadcast (Broadcast only),
press thé\ccept Button and thel@ommit and Reboot.

wlan0_EncapsulateMulticast & Off Turn this on to
© Multicast encapsulate
 Broadcast multicast/broadcast

packets to each
associated station. This
will prevent stations that
do not support this feature
from associating!

wlan0_POWER_LEVEL & Max Select power level for
O High wlan(Q attenuator
O Low
O Min

wian0 Radie On
Turn transmitter on
continuously for 10
seconds

Figure 15: Multicast Enable
Enabling IGMP Snooping

To enable the ESTeem 195Ed for IGMP Snooping, séléeanced>Bridge Variablesand press thBext Button (Figure 16).
Select IGMP Snoop to YES, press #keeept Button and thel@ommit and Reboot.

ESTeem Web Configuration Manager m
Wireless Modems

..:!IA F*‘ us,,;]" l-
Advanced - Bridge Settings

The following is a list of those configuration variables under the Bridge Settings category. These
variables contain values for configuring bridges.

BRIDGE_DEVICES: |prp Enter the name(s) of all the bridge
devices separated by a single
comma

br0_DEVICES: |thg eth1 wianD Enter all the device names,

separated by a single space, that will
form a brige device

brO_STP_ON: & Yes Turn STP on or off. NOTE: the
O No ROOT_BRIDGE and
BRIDGE _PRIORITY, settings have
no effect if STP is turned off.

brl_ROOT_BRIDGE: () Yes If you select 'Yes' here you will
® No override the
b BRIDGE _PRIORITY below and
the bridge priarity will be forced to 0.

br0_BRIDGE_PRIORITY: [39763 | Enter a priority level (0-65535) for the
i 3 bridge device
IGMP_SNOOP: &) Yes Enable IGMP snooping to reduce
O No multicast fraffic across the bridge.

Figure 16: Repeater Peer with IGMP Enabled
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Simple Network Management Protocol (SNMP)

The ESTeem 195Ed supports SNMP Version 1 (SNMPwd Mersion 2 (SNMPv2c) protocol. This protocol lelea any SNMP
server to view the status of the wireless netwdrienthe system is in operation. The following arkést of the Management
Information Base (MIB) items that are supportethin ESTeem 195Ed and their MIB location:

MIB Name

MIB Directory Location

Notes

System Temperature

EST-MIB::sysInternalTemp.0

in C * 1000

HOST-RESOURCES-

Uptime MIB::hrSystemUptime.0 System Update

ModemID EST-MIB::sysldentifier.0 User-specified “nickname” for ESTeem
Serial Number EST-MIB::sysSerialNumber.0 ESTeem serial number

Model EST-MIB::sysModel.0 ESTeem model number

Firmware Version

EST-MIB::sysFirmwareRevision.0

Firmware revision

System Mode

EST-MIB::sysMode.0

AP_BRIDGE/STA_ETHERSTA, etc

Free Memory

UCD-SNMP-MIB::memTotalFree.0

Total Free Memory

Idle CPU

UCD-SNMP-MIB::ssCpuldle.0

Percentage of CPU Idle

[[ per-interface]]

IP Address IF-MIB::ifAddress

Port Speed IF-MIB::ifSpeed In bps
Port Status IF-MIB::ifOperStatus

Mac Address IF-MIB::ifPhysAddress

[[ per-wlandev entry ]]

EST-MIB::wirelessDevicesNumber.0

Wireless Port Identification

Device Name

EST-MIB::wirelessDeviceTable.1.wName.1l

Name of device (wlanQ standard)

EST-

MAC Address MIB::wirelessDeviceTable.1.wMacAddress.1 | MAC address of WLAN port
Current Mode ap=access point, sta=station

Mode EST-MIB::wirelessDeviceTable.1.wMode.1 mode and airscope
Frequency EST-MIB::wirelessDeviceTable.1.wFreq.1 Frequency in MHz

EST-
Bandwidth MIB::wirelessDeviceTable.1.wBandwidth.1 Bandwidth (5, 10, or 20 MHz if used)
SSID EST-MIB::wirelessDeviceTable.1.wSSID.1 Service Set Identification
BSSID EST-MIB::wirelessDeviceTable.1.wBSSID.1 | Basic Service Set Identification

Operational Rates

EST-
MIB::wirelessDeviceTable.1.wOpRates.1

List of RF Data Rates in Rate Set

Basic Rates

EST-
MIB::wirelessDeviceTable.1.wBasRates.1

List of RF Basic Rates for status messages
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[[ peer table entry ]]

All entries in the Peer Table will have a
device entry index, both ESTeem and
other wireless devices

EST-MIB::wirelessPeersNumber.0

Total number of peer entries in table

index into the wirelessDeviceTable (each

wlan device EST-MIB::wirelessPeerTable.1.pDevice.l entry will have a unique number
Peer MAC Address EST-MIB::wirelessPeerTable.1l.pMacAddr.1 | MAC address of peer
isRepeater? EST-MIB::wirelessPeerTable.1l.pRepeater.1 | Is the peer an ESTeem repeater
iSAP? EST-MIB::wirelessPeerTable.1.pAP.1 Is the peer an Access Point
isAssocSta? EST-MIB::wirelessPeerTable.1.pAssoc.1 Is the peer an Mobile Client
isAdhoc? EST-MIB::wirelessPeerTable.1.pAdhoc.1 Is the peer an AdHoc Station (802.11 only)
Frequency EST-MIB::wirelessPeerTable.1.pFreq.1 Frequency in MHz
current rate set EST-MIB::wirelessPeerTable.1l.pCurRates.1 | Current Operating Rates
last rx signal EST-MIB::wirelessPeerTable.1.pSignal.l Receive Signal in —dBm
last rx noise EST-MIB::wirelessPeerTable.1.pNoise.1 Background Noise in —dBm
BSSID EST-MIB::wirelessPeerTable.1.pBssid.1 Basic Service Set ID (In Hex)
SSID EST-MIB::wirelessPeerTable.1.pSSID.1 SSID in Text
isValid? EST-MIB::wirelessPeerTable.1.pCurrent.1 True if peer info is for a “current” peer.
seconds since last received packet from
last rx EST-MIB::wirelessPeerTable.1.pLastRxl.1 peer
seconds since last transmitted packet to
last tx EST-MIB::wirelessPeerTable.1.pLastTx.1 peer

current tx rate

EST-
MIB::wirelessPeerTable.1.pCurrentRate.1

current tx rate in bps.

Downloading MIB Tables

To download the MIB items listed above and impiotd iyour SNMP server, log into any ESTeem 195Edsahett theAbout
page (Figure 17). Press the Download MIB Hiigserlink on the page an

SNMP Standard MIBs supported:

Information: SNMPv2-MIB
IF-MIB
RFC1213-MIB
IP-MIB
IP-FORWARD-MIB
TCP-MIB
HOST-RESOURCES-MIB
UCD-SNMP-MIB
NET-SNMP-AGENT-MIB
SNMP-FRAMEWORK-MIB

Enterprise MIB for this product:
EST-MIB

Download
MIB Files

Contact: Electronic Systems Technology, Inc.
415 N. Quay St
Building B-1
Kennewick, WA, 99336
USA
509-735-9092

Figure 17: MIB Table Download
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QUICK START GUIDE

Before You Begin

The ESTeem Model 195Es wireless Ethernet radio madeompatible with many different applicationghe most
common application is to bridge two or more Ethedevices. This guide will demonstrate the bagidfiguration and
testing of a pair of 195Es’s. For more detailddrimation, please see the ESTeem Model 195Es Udersial.

This guide assumes you have a working knowleddettafrnet networking, TCP/IP protocol and how tantdg and set the
TCP/IP address on your computer.

The 195Es can be configured using any current welvser software such as Internet Explorer, Netsoapdozilla.
The following procedure will provide an initial conunication link between two or more Model 195’s tiesting purposes.

All the example commands listed in this guide cambjusted to fit your communication network. Béeeonsult the
ESTeem Model 195Es User’s Manual for more details.

Unpack Contents

Each node in your ESTeem Model 195Es’s network haase different hardware components based uporirthiristallation
location (i.e Outdoor, Indoor, Point-to-point or MBoint). Antenna types, cable lengths, poweipap may be different, but
the following items will be required for basic sgtu

m.ﬂ Modems

Utility
Software

E Electronic Systems
E-tl Technology, Inc.

AA109 Resource Disk
Model 195Es

Antenna (2) Ethernet Cables
(AA20DMEs
Displayed)

Serial Interface Cable
(AAB6021.1)

Power Supply
(AA175 Displayed)

Note: Your accessory model numbers may vary from theegtbut you will need to locate each of abovestentontinue
configuration.

Revised: 21 Mar 08 APX H-1 EST P/N AA107S



QUICK START GUIDE

Front Panel Overview

Second
RS-232 RS-232
Reset Switch  pata port  Ethemet  configuration RJ-45 10/100BaseT
Port Ethernet Port

Status

LED Aux Power

LED

E'hernel RS-232 Etherne:
10/100 Progra-~* Port 10/7190

195E Series — —1— =] T

Swstus L] TN AETAY) ]

Reset
Rx Tx

Receive Transmit Power over 12 VDC Input

LED LED Ethernet LED (Auxiliary
Connector)

Antenna Overview

Antenna Port A
(Single Antenna Port)

Weatherproof Cap

Antenna Connector
(TNC Female-RP)
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Begin Programming

1. Assemble the ESTeem Model 195Es using the following

Antenna Connections

Power and Data Connection

RJ-45 10/100BaseT AA175 PoE
Ethemet PoE Port Power Supply

195E Series —

St L]
Fenal
=

10M00BaseT
E(g'laet:;le::f-a‘»glbél)e 10100BaseT
Ethernet Cable

{Patch or Cross Over)

AA109
Resource
Disk

PC with Web
Browser Software
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2. The Model 195Es will link to other Model 195Es’s itve network via the WLAN Media Access Control (MA&tidress
found on the bottom of the case. This MAC addiessx hexadecimal digits separated by colons swwdmnfigured at the
factory. Every MAC address in the world is unigurel can not be changed. Complete the followingt ¢baid in your

configuration:
Name Serial Number IP Address Ethernet MAC WLAN MAC
Example Modem 1 E-14001 172.16.8.101 00:04:3f:00:01:01 00:04:3f:00:01:02

3. Configuration of the Model 195Es is completed tlgiothe product’s internal web server. To accdssctnfiguration page,
you will need to enter the 195Es’s IP address i yeeb browser. The IP address set at the factdziass B (i.e.
172.16.x.x) address and is printed on the Qualityubance sheet sent with each 195Es. If the fad&fault address
matches your network configuration, please proteé&tsing Setup,otherwise continue to step 4.

4. Install the ESTeem Discovery Utility The ESTeem Discovery Utility will allow you t@efigure the IP address on the
Model 195Es to match your network. Install theddigery Utility on your computer by inserting thedRarce Disk in your

CD drive.

Note: The ESTeem Resource Disk is stand-aloneafdpg ESTeem Web site (Figure 1). Navigatioh@Resource Disk is
as simple as using your web browser. All techrdoglumentation, User's Manuals and the ESTeemtyJRliogram is

available on the disk.

Place the ESTeem Utility CD in your CD-ROM drivehe CD will auto load the ESTeem main page
Note: If the page does not auto load, open your lvelwser and set your address line to D:\index.l{imhere D: is the

drive letter for your C

D-ROM drive).

From the Main Page select Support>ESTeem Utildi®s click on ESTeem Discovery Utility

About Us News Products S_m_)gc_)rl
Wireless Solutions...Communications I == =
ESTeem Home Page n
ESTeem Wireless Modems C
manufacturers the complete line of iF Des 'rogr
ESTeem(TM) wireless products. The
ESTeem Wireless Modems are
available in High Speed Wireless -
Ethernet, Licensed Narrow Band Y
Serial, and Unlicensed Spread I.‘ =}

Spectrum in the VHF and UHF radio B

communication bands.

The industry leader and patent holder on the wireless modem for over 20 years,
EST has been providing the industrial control, public safety, and federal markets
with proven and reliable wireless solutions. With our Iatest advancements to the
ESTeem Wireless Ethernet line such as the Model 195Eg, the first 802.11g
Wireless Ethernet radio built for the rigors of industrial use, we will again setthe
standard in the wireless industry!

hanik
P\

mma

Rockwell Automation

AUTOMATION AR

ESTeem Wireless Modems Debuts | atest
Industrial Wireless Products >>

Automation Fair 2007, Chicago, IL — Navember
14, 2007 — Electronic Systems Technology, Inc.
(EST) (OTC: ELST), dba ESTeem Wireless
Modems, the manufacturer of the ESTeem

Aradiirtling nfwiralace madame o

Figure 1 —-ESTeem Resource Disk I\)Inai"ﬁﬁgage
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Note: This program is saved in a compressed fitméb.
Microsoft Windows XP® will open the file directlyyt other
operating systems will require a common compregsiogram Wireless Modems PN e S
such as WinZip available for downloadratp://www.winzip.com | === fer W Foeer  Swer  Fowed s Tl e e

ESTeem Utility Programs

. . : ; The following link u ap dto download the Utilties. If lete th
Double click on the 195EdiscoverySetup.exe fileetisn the FegiSvaIonTor, a Useimame and paseword wl bs sentio you e nextbusingss 43 o o mmediae
ind . Il th access, please contact Gustamer Support at 509-735-9092 (BAM-5PM PST Monday-Friday).
window to install the prog ram. Each ESTeem Utity Program is in a compressed ZIP file. When asked to Open the File or Save to Disk,
select Save to Disk. Place the file in its own directory on your hard drive, open the Zip file and run the
executable program.
5. SetIP Address on the 195EsConnect the Model 195ES t0|searen. |+ estesmum reses s

your computer either direct to the Ethernet carthmugh a Dl
HUB/Switch using a CAT-5e Ethernet cable. The Etae NG

Discovery Utility

‘The Discovery Utility will display all ESTeem 195Eg radio modems connected to the computer's Ethernet

port on the 195Es supports Auto-Negotiation sceeith e et ot s oot oo o oot o F
patch cable or crossover cable will work. OpenBB&eem ST odels19560.125p 0 18563

Discovery Program and press the Discover Modeuat®n.

The Model 195Es will be displayed in the progranthsy « EXTaom Discoan il rsion 110230 rthoried Users)

Ethernet MAC address and Current IP Address (Figure —_—

Note: The SSID and Mode of Operation will be adjusted Figure 2- ESTeem Utility Download

later in the configuration.

Double-click on the 195Es you wish to program drelQonfigure IP Addreswindow will be displayed (Figure 4). Enter an
IP address and Subnet Mask for the 195Es that e&taur network subnet and press_thelidkfon to save this to the
ESTeem. You will receive notification that the @garation was Successful and the 195Es will rebdbdbceed to ESTeem
Setup to continue configuration.

7 195E Discovery 2.1.1.28 (=13
Digcover Modems Found 1 modemns
MAC Address | IPAddress 5510 Mode Madem D Version | Model |
00:04-3F-00:0B: 54 172168149 ESTeem AP Bridae 028102 195Eq
Rea-ay

Figure 3 — Discovery Program Main Pa{ge
Setup Programming

You should now be ready to configure the Model 198tough your web browser. Open the web browsigram and enter the
IP address of the ESTeem in the address line ass pnter.

SETE]

Discover Modems Configure IP Address kS
MAL Address | IP Address | | Moderm D | Version | Model |
- 172.16. 6 .149
0004 3F-00:0B 54 172166143 § [addee: W028102  195Eq
Subnhet Mask: 255285, 0 .0
Default G ateway: 172,161 . B
Cancel
Ready

Figure 4 — Change IP Address Window
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1. When prompted, entadmin for both the username and password and presskthau@on.

2. Select Setupn the top menu.

‘B aboutblank - Micrasoft Internet Explarer =18l
File  Edb  ‘isw  Faugrt Toals  Hep |
dmfzc - w - G @ ﬁl -.Q_Sea:h (| Favoribes  SfMedia {3 %f &=
Address [&] 172.16.38.196 x| @60 ks
\ = |
Enter IP Address
i3
{? Please ype peait user nams and passweid
Site 172153819
Realm coibin
Lzer N, fnnn
Enter Username ,//F.;f =
and Password W
o
3
Press OK
When Complete
=
&) Opsring pege Ritp {172 16.35.198] ., ] i @ Iniemnst

Step 1 — Sign-In Screen

3. Press the drop-down menu and select AP Bradgkpress thiextbutton.

ESTeem Web Configuration Manager m
Wireless Modema

This is the main Setup Page. Select a mode of operation for the wireless LAN unit from the
following list.

Select Mode of Operation: | AP Bridge v Help

MNext |

Step 3 — Select AP Bridge
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4. Setthe DHCP services to OFF and presd\iaetbutton.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether you wish to use DHCPF client services or whether you wish configure a DHCP
server. Selecting "None" will take you through a manual setup of IP addresses as opposed to
using DHCP services.

Selected mode of operation: AP Bridge

DHCEP services on the bridge interface: &) None Help
© Client
O Server

Step 4 — Turn DHCP Off

5. Verify the IP address and netmask for the 195B&eliadridge device) are correct press thextbutton.

ESTeem Web Configuration Manager m
Wireless Modems

Enter values for the following fields for manual IP setup of the bridging device.

Mode of operation: AP Bridge
DHCP Services: Off

Enter IP address for bridge device: |1?2-15-53-157| |

Help
Enter netmask for bridge device: i255-255-ﬂ'-ﬂ' | Help

Step 5 — Verify IP Address
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6. Enter in the Gateway address in the default rditadidress block and any DNS information for theeserlf this is not
know or on a network without a Gateway, leave tlieses at factory default.

ESTeem Web Configuration Manager m
Wirelesas Modems

Enter values for the following fields to set up the default route and DNS settings

Mode of operation: AP Bridge

Enter default route IP address: i1?2-15-1-5

Help
Use DNS client services? () Yes Help

@ No
Enter DNS domain | | B
Enter primary DNS server IP address: | |  Help
Enter secondary DNS server [P address: i ! Help

Step 6 — Enter Gateway Address

7. All 195Es modems in the network must be have tlagtesame Service Set Identification (SSID). THauleSSID is

ESTeemand we will use this for demonstration. Enter$8&D as listed above and turn off the wirelessisgcfeatures by
selecting the NO radial. Press thextbutton to continue.

Note: It is recommended that security be used in akless applications. This procedure will forge thecurity configuration
for brevity. Please see the example applicatiortsthe security appendix for further information.

ESTeem Web Configuration Manager m
Wireless Modems

In the following fields, select whether you want wireless securily features turned on and enter the
service set identifier (SSID) that will be common to all wireless LAN devices.

Selected mode of operation: AP Bridge

Turn on wireless security features? O Yes Help
® No
Enter the SSID: |ESTeerm| : Help

Step 7 — Enter SSID
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8. The next step is the configuration of the Frequetogping Timing Master. In the first modem, setWark Timing Master
to Yesand leave the “Upstream Timing Master” at 00:0@0@0:00. In the second modem, set the Netwamkig Master
to No and set the “Upstream Timing Master” to the WLANBC address of the Timing Master (00:04:3f:00:01i102he
following example).

Example Addresses

Name Serial Number IP Address Ethernet MAC WLAN MAC
Timing Master E-14096 172.16.48.189 00:04:3f:00:01:01 00:04:3f:00:01:02
Opposite 195Es We Will E-14034 172.16.38.114 00:04:3F:00:0B:00 00:04:3F:00:11:02
Create Wireless Link

Example E-14096 Configuration

ESTeem Web Configuration Manager m
‘Wireless Modems

Setup

Select whether this unit will be the overall Network Master. (Network Master must only be selected
for one unit in the network) If this unit is not the Network Master enter the WLAN MAC address of
the unit that will be this unit's upstream Timing Master.

Network Timing Master: & Yes Help
O No

NEmanMasl!rl"—"l Repester 1 |-—-| Repeatar 2 |-—-| Repeater 3

Repeater 1: Enter the WLAN MAC Address of the Network Master
Repeater 2: Enter the WLAN MAC address of Repeater 1

Repeater 3: Enter the WLAN MAC address of Repeater 2

Upstream Timing Master: [00:00:00:00:0000 | Help

Example E-14034 Configuration

ESTeem Web Configuration Manager m
\Wireless Modems.

Setup

Select whether this unit will be the overall Network Master. (Network Master must only be selected
for one unit in the network) If this unit is not the Network Master enter the WLAN MAC address of
the unit that will be this unit's upstream Timing Master

Network Timing Master: & Yes Help
@& No

Network Mister|-—-| Repeater 1 |-—-| Repeater 2 ]-—-l Repeater 3

Repeater 1: Enter the WLAN MAC Address of the Network Master
Repeater 2: Enter the WLAN MAC address of Repeater |

Repeater 3- Enter the WLAN MAC address of Repeater 2

Upstream Timing Master: |00:04.3£00:01.02 | Hebp

Step 8 — Setting Timing Master
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9. Configure the repeater peer list by selecting Em#i® repeater capability radial to YES. Presgddbutton to the right of
the repeater peer table and, using the chart dregatbeBegin Programming section of this guide, enter the Wireless MAC
(WLAN MAC) address of the opposite 195Es (the 198ESunit you are programming will communicatehyiin the Peer 1
— MAC Addr field (right). Leave the Path Cost Begt at the default value, select None for encoypéind change the
Enable Link radial to Enable and press@neate Repeater Pebutton. Press thdextbutton.

Example Addresses

Name Serial Number IP Address Ethernet MAC WLAN MAC
195Es We Are E-14096 172.16.48.189 00:04:3f:00:01:01 00:04:3f:00:01:02
Programming
Opposite 195Es We Will E-14034 172.16.38.114 00:04:3F:00:0B:00 00:04:3F:00:11:02
Create Wireless Link

Setup - Add a Repeater Peer

To add a new repeater peer for the first wireless LAN interface, enter the M
priority, the port cost, the key type and key, and click the "Create R

address, the port

Enter the WLAN MAC address: [00:04:3F:0011:02

Enter a 48-bit MAC addres containing 6 colon separated hex
bytes

Enter the port path cost (1-65535): 100

Select the encryption type: & None
) WEP 64-hit
) WEP 128-bit
O TKIP
Select the repeater ink encryption method. Note: the encryption
method and key setting must be the same on both repeater
peers.

Enter the encryption key: [1122:33:4455.66:77.88.
Enter the encryption key as a sequence of hexadecimal bytes
(e.g. 0a:0b-1c:2d-3e). Key length: None=0 bytes, WEP64=5
bytes, WEP128=13bytes, TKIP=32 bytes.

Enable/disable link: () Enable
2 Disable
Enable/disable the repeater peer link. Enable must be selected
for the repeaters to communicate.

[ Return to Repeater Setup ] [ Create Repeater Peer ]

Step 9 — Configure Peer Table

10. Press th&€ommit Changebutton and the modem will save all the changeseraad reboot. The reboot time is
approximately 1 minute to be ready for operation.

11. Complete all steps in thietup Programmingsection for the other Model 195Es’s you will bstiteg before moving on the
Testing Communication section.
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Testing Communication Link

After you have configured at least two of the Moti@hEs wireless Ethernet modems for operation cgmuverify
communication with each the following steps:
. . . . ) Status LED

Status Light — The quickest source of link status is to VieW  ggjid Red on Link

the Status Light on the face of the 195Es. I[fStatus light :
is solid on the remote 195Es, the Model 195Es has a %
connection to the Timing Master Model 195Es ligtethe
Peer Table. The Timing Master will have the stéigig ns 2% Serco

illuminated at all times. 195E Series ‘:I a

Status Screen/Peer Table To view further information on
the status of the communication link (signal stterand last
update time) you can open the Status Screen frerib
Interface. After press the Status tab at the fapeoscreen
the Status: Summary will be displayed showing tatus of all ports and memory in the 195Es. UnideWireless Status

heading click on the View Peer Talflégure 5). The Peer Table will list all 195E<iient mode connected to this modem and
how it is classified.

EST195E Web Configuration Manager m
Wireless Modems

Status: Peer Table

RS-232 Ethernet
Program Port 10/100

This page s a simmany view of the peer fable for WLAN device wianQ. Click on a given MAC
addrass for more defails about that peer.

Return to Status Summary Page  OPPOSite Modem’s Wireless MAC
Associated Stations

Receive Signal Strength (dBm)

| None /
Last Packet Received
Eepeater Peers
B
; LastRx
MAC Addr Signal (sec@kbps) Iodem ID
00:04:3£:00:09:66 36|  0@11000Remot= «——Peer Modem ID
Access Points
; LastEx |
MAC Addr Signal P Enc |SSID
DD:D2:20:04:25:70 70l 0@2000) vy, —Other Access Points
00:02:2d:3£:7d:d3 -B9 BE2000| ¥
00:04:3£:00:09:686 -36 0@11000] y |ESTeem

Figure 5 — Repeater Peer Table

Find the opposite 195Es in the Repeater Peenigsinformation such as signal strength (in dBna) ame/speed of last data
packet will be displayed.
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Ping Testing— The easiest method for testing the efficiencgaié flow between the ESTeems is to conduct atestdo the
opposite modem’s IP address. This will test alkdiin the Ethernet bridge.

ommand Prompk
>ping 172.16.38.196 -t

Pinging 172.16.38.196 with 32 bytes of data:

Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply

from
from
from
from
from
from
from
from
from
from
from
from
from

172.16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:
172 .16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:

hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32

Ping statistics for 172_.16.38_196:

Packetsz: Sent

Maximum =

= 13, Received =
Approximate vound trip timesz in milli-—secon
Hinimum = Bms.

Bms .

time<1Bms
time<1Bms
time<1Bmns
time<1Bns
time<1Bmns
time<1Bms
time<10ms
time<1Bmns
time<1Bms
time<1Bms
time<1Bms
time<10ms
time<1Bms

13, Lost

Average

ds:

TTL=64
TTL=64
TTL=64
TTL=64
NPT
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64

B <@x loss),

Bms
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