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Horizon Series Packet Monitor

1. Access the ESTeem Web page using your computer’s Web Browser. Select Advanced Tab. From the Wireless LAN
Setting section, select WLANO Device (Figure 1) and push the Next| button.
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The Advanced feature provides access to the configuration variables without the Quick Setup navigation using the Setup tab. This feature is intended for experienced users who know the
s batween the variables

To permanently commit all of your changes and reboot the system, click on the "Commit and Reboot™ button below.

Commit and Reboot | | Next

Figure 1: Advanced Screen

2. Select Packet Monitor (Figure 2) and push the[Setup| button

III ESTeem: Configuration Manager . ESTEEM III
INDUSTRIAL WIRELESS SOLUTIONS

Advanced - Wireless Settings for the wilan0 device

The following is a fist of those configuration variables under the Wireless Settings category These variables contain values for configuring the wian0 wireless device hardware.
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Figure 2: Packet Monitor
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3. Download the Wireshark Plugin by clicking on the Click Here (Figure 3).
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Advanced - Packet Monitor

Turn on/off the Packet Monitor.

If eth1 is selected:

When turned on if the eth1 device is in a bridge interface, it will be removed from the bridge, and all packet monitor packets will be pt 1ed through the eth1 device
When turned off the eth1 device will be added to a bridge if it belongs in one, and the packet monitor will be disabled.

If eth0 is selected:

When turned on the packet monitor packets will be pushed through eth0.

When turned off the packet monitor will be disabled.

To properly analyze the Packet Monitor packets you will need to add a script to your Wireshark (global or user) plugins directory. Click Here to download the script

Please contact technical support for more information on how to install the Wireshark plugin script

[£ the radio is power cycled or reset, the Packet Monitor will be disabled
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Figure 3: Wireshark Plugin

4. Select the Monitor Output Device (Figure 4). Typically, ethl is used allowing the ESTeem Horizon to remain connected
to an active device
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Advanced - Packet Monitor

Turn on/off the Packet Monitor.

If eth1 is selected:

When turned on if the eth1 device is in a bridge interface, it will be removed from the bridge, and all packet monitor packets will be pushed through the eth1 device.
When turned off the eth1 device will be added to a bridge if it belongs in one, and the packet monitor will be disabled

If eth0 is selected:

When turned on the packet monitor packets will be pushed through eth0.

When turned off the packet monitor will be disabled

To properly analyze the Packet Monitor packets you will need to add a script to your Wireshark (global or user) p'igins directory. Click Here to download the script.

Please contact technical support for more information on how to install the Wireshark plugin script.

If the radio is power cycled or reset, the Packet Monitor will b

Monitor Output Device: @ eth] Select which device will send out the Packet Monitor data
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Figure 4: Monitor Output Device
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5. Press the Turn Onlbutton
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6. Install the latest version of Wireshark from www.wireshark.org.

7.

Copy the downloaded est_eth2rtap.lua script into C:\Users\username\AppData\Roaming\Wireshark\plugins directory
(Figure 5)
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Figure 5: WireShark directory

8. Open WireShark and select (double click) Ethernet as the Capture Source Interface to begin monitoring (Figure 6)
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Figure 6: WireShark Capture options
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